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How to Use This Booklet 
Each topic lists the Tier 2 (academic) and Tier 3 (subject-specific) vocabulary your son will encounter in Year 8 
Computing. Words marked “E” are expected of every pupil. Words marked “A” are aspirational stretch words. 
Use the metacognitive strategies on page 4 to learn them well. This booklet builds directly on the Year 7 
Computing vocabulary booklet. 
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A Note for Parents and Carers 

Welcome to your son’s Year 8 Computing vocabulary booklet. This document is one of the most important 
revision tools we will give him this year, and we are asking for your help to use it well. Year 8 is a step up: the 
vocabulary is more demanding, the concepts more abstract, and the programming more powerful. The words 
in this booklet are the building blocks that make every lesson make sense. 

 

Why Year 8 vocabulary matters more than ever 
Year 8 Computing introduces four significant new areas of knowledge: Boolean logic and truth tables, how 
networks and the internet work, real Python programming (the language used at Google, NASA and CERN), 
and algorithm design. Every one of these areas requires precise vocabulary. A student who confuses "lossy" 
with "lossless", or who cannot distinguish a LAN from a WAN, or who does not know what a Boolean operator 
does, will struggle with GCSE Computer Science when it begins in Year 9. The vocabulary in this booklet is the 
same vocabulary that will appear in OCR GCSE J277 examinations. 

 

How this booklet is organised 
The booklet covers all five Year 8 Computing topics, following the same structure as the Year 7 booklet. Within 
each topic, vocabulary is divided into Tier 2 (academic language used across subjects) and Tier 3 (computing-
specific technical language). 

• Tier 2 vocabulary is the academic language used across many subjects — words like “analyse”, 
“evaluate”, “justify”. These are the words that make written answers sound structured and precise. 

• Tier 3 vocabulary is the specific language of a computer scientist — words like “Boolean operator”, 
“bandwidth”, “packet switching”, “iteration”. These have exact technical meanings. 

Every word is marked E (Expected) or A (Aspirational). Every E word is the minimum entitlement. A words 
distinguish students aiming for the highest marks. 

 

How vocabulary connects to assessment 
Every termly PATHS assessment in Year 8 Computing credits accurate use of subject vocabulary. In Term 1: 
truth table questions and algorithm analysis reward students who use “Boolean”, “logic gate” and 
“compression” correctly. In Term 2: network questions reward students who use “packet switching”, “DNS” 
and “topology” precisely. In Term 3: Python assessments reward students who explain “iteration”, 
“indentation” and “logic error” accurately. The link between vocabulary and grade is direct. 

 

How you can help at home 
You do not need to be a computer scientist to help. Spend fifteen minutes, three times a week, testing your 
son using this booklet. Ask him to define words aloud in his own words. Use the Leitner flashcard system on 
the next page — it works. The aspirational words in this booklet are unlocked by students who practise using 
them in sentences. The best practice is to ask: “Can you use that word in a sentence about computing?” 
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How to Learn Vocabulary by Heart 

“Learning by heart” doesn’t mean memorising blindly. It means committing words to long-term memory so 
that they can be retrieved fluently when needed — in writing, in answering a question, in understanding a 
textbook. Below are five strategies, used in this order, that will get you there. 

 

1. Look, Cover, Write, Check 
The classic for a reason. Look at the word and its definition. Cover them up. Write the word and definition 
from memory. Uncover and check. If you got it wrong, do it again. The act of effortful retrieval is what builds 
memory — copying does not work. 

 

2. The Leitner System (Spaced Practice with Flashcards) 
This is the single most effective study strategy for vocabulary. Make flashcards — paper or digital (Quizlet 
works) — with the word on one side and the definition on the other. Sort them into three boxes: 

• Box 1 — review every day. Words you don’t yet know. 

• Box 2 — review every three days. Words you know fairly well. 

• Box 3 — review once a week. Words you know reliably. 

When you get a card right, move it to the next box. When you get it wrong, it goes back to Box 1. After four 
weeks, Box 3 should be the largest pile. That is your long-term memory at work. 

 

3. Dual Coding (Draw and Write) 
For every Tier 3 word, draw a small sketch and write a sentence that uses it correctly in a computing context. 
The example column in this booklet gives you a starting point. The brain remembers images and stories better 
than abstract definitions. A diagram of a star network next to the word “star network” is worth ten readings 
of the definition. A drawing of two overlapping circles for AND and OR is worth twenty. 

 

4. Self-Quiz Out Loud 
Close the booklet. Try to say the definition aloud, in your own words, without looking. Then check. If you can 
say it correctly, in full sentences, without notes, you know it. Speaking out loud is significantly more effective 
than reading silently. 

 

5. Use the Word in Writing 
A word you have used in a sentence is a word you own. After learning a set of words, write a short paragraph 
(50–100 words) using as many as you can in a correct computing context. Bring your paragraph to your teacher 
— they will gladly read it. The aspirational words in this booklet are unlocked through this strategy. 
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A Weekly Routine That Works 
Try this every week (about 45 minutes total): 

• Monday — 15 mins. Look–Cover–Write–Check on this week’s ten new words. 

• Wednesday — 15 mins. Leitner-system review of all current flashcards. 

• Friday — 15 mins. Self-quiz out loud, then write one paragraph using five of the words. 
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Tier Markers — Expected and Aspirational 

Throughout this booklet, every word is marked with one of two letters in the right-hand column: 

 

E — Expected 
Every Year 8 pupil should know, spell and use these words 
by the end of the topic. 

A — Aspirational 
Stretch words for pupils aiming for top GCSE grades. Try to 
use these in extended writing. 

 

Why these tiers? 
All pupils — every single Year 8 student — are expected to learn the Expected words. There is no opt-out. 
Vocabulary is the foundation of everything we do in Computing, and Expected words are the minimum 
entitlement. 

Aspirational words are how High Prior Attainers, ambitious pupils and those aiming for the top GCSE grades 
distinguish themselves. They are not “extra credit” — they are the language of confident computer scientists. 
Using them accurately in extended writing reliably moves a piece of work up a grade. 

 

How vocabulary connects to assessment 
Every PATHS assessment in Year 8 Computing credits accurate use of subject vocabulary. Pupils who use Tier 
3 words precisely score higher. Pupils who use Aspirational words appropriately score higher still. The link 
between vocabulary and grade is direct and well-evidenced. 
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Topic 1 — Computer Crime and Cyber Security 

The vocabulary of cyber attacks, copyright law and health and safety. This topic deepens the Year 7 cyber 
security foundation, adding brute-force and dictionary attacks, copyright law and health and safety 
regulations. These terms recur in Year 9 OCR J277 network security content and in Creative iMedia legal 
frameworks. 

 

Tier 2  — Computer Crime and Cyber Security — Academic Vocabulary 

Academic vocabulary — words used across many subjects 

Word Type Definition Example in Computing Tier 

identify verb To recognise and name something precisely, often 
using evidence. 

Identify three features of 
this email that suggest it 
is a phishing attempt. 

E 

analyse verb To examine something in detail to understand its 
parts, causes or effects. 

Analyse the password 
"password123" and 
explain why it is 
vulnerable to a dictionary 
attack. 

E 

evaluate verb To assess the strengths and weaknesses of something 
and reach a reasoned judgement. 

Evaluate whether a 12-
character password using 
mixed case and symbols 
offers adequate 
protection against brute-
force attack. 

E 

explain verb To make something clear by giving reasons, causes or 
a step-by-step process. 

Explain how a Trojan 
horse can be used to 
install ransomware on a 
target computer. 

E 

describe verb To give a clear account of the features, characteristics 
or process of something. 

Describe two health and 
safety risks associated 
with prolonged computer 
use. 

E 

justify verb To give reasons that support a decision, 
recommendation or argument. 

Justify why a CO2 
extinguisher rather than 
a water extinguisher 
should be used on an 
electrical fire. 

A 

 

Tier 3  — Computer Crime and Cyber Security — Subject-Specific Vocabulary 

Subject-specific vocabulary — the language of a computer scientist 

Word Type Definition Example in Computing Tier 

brute-force 
attack 

noun A password-cracking method that systematically tries 
every possible combination of characters until the 
correct password is found. 

A brute-force attack on a 
4-digit PIN tries all 10,000 

E 
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Word Type Definition Example in Computing Tier 

combinations from 0000 
to 9999. 

dictionary 
attack 

noun A password-cracking method that tries a pre-
compiled list of common words, phrases and 
previously leaked passwords, exploiting the tendency 
of users to choose predictable passwords. 

A dictionary attack would 
quickly crack the 
password "dragon" 
because it appears in 
standard word lists. 

E 

password 
strength 

noun A measure of how resistant a password is to being 
guessed or cracked. A strong password is long, uses 
mixed character types, and avoids common words or 
patterns. 

A password like 
"Tr!p0d#47Kw" has high 
strength because it 
combines upper/lower 
case, numbers and 
symbols. 

E 

phishing noun Sending fraudulent emails that appear to come from 
a trusted organisation to trick recipients into 
revealing personal data, passwords or financial 
information. 

A phishing email might 
mimic a bank, urging the 
recipient to "verify their 
account" by clicking a 
malicious link. 

E 

Trojan horse noun Malware disguised as legitimate software that, once 
installed, allows an attacker to control the infected 
computer or install further malicious programs. 

A free game download 
infected with a Trojan 
horse can secretly give 
attackers remote access 
to the victim's device. 

E 

malware noun Malicious software designed to damage, disrupt or 
gain unauthorised access to a computer system. 
Includes viruses, worms, Trojans, spyware and 
ransomware. 

Anti-virus software scans 
for known malware 
signatures and 
quarantines detected 
files. 

E 

ransomware noun Malware that encrypts the victim's files, making them 
inaccessible, and demands a ransom payment in 
exchange for the decryption key. 

The WannaCry 
ransomware attack 
(2017) encrypted files on 
NHS computers and 
demanded Bitcoin 
payment. 

E 

advance fee 
fraud 

noun A scam in which the victim is promised a large sum of 
money but is first asked to pay a series of fees. Also 
known as a "419 scam" after the Nigerian penal code 
section. 

An email claiming "You 
have inherited £5 million 
— pay £200 to release 
the funds" is a classic 
advance fee fraud. 

E 

spam noun Unsolicited bulk email, typically sent for advertising, 
phishing or malware distribution purposes. 

A spam filter blocks 
emails containing 
suspicious links or 
common scam phrases 
before they reach the 
inbox. 

E 

copyright noun The legal right that automatically protects original 
creative works — including images, music, code, 
writing and videos — giving the creator exclusive 
control over their use. 

Using a photographer's 
image on a website 
without permission 
violates their copyright, 

E 
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Word Type Definition Example in Computing Tier 

even if no money is 
charged. 

copyright 
infringement 

noun Using, copying or distributing a copyrighted work 
without the permission of the copyright holder. 

Downloading a film 
illegally via a torrent site 
is copyright infringement. 

E 

plagiarism noun Presenting someone else's work, ideas or words as 
your own, without acknowledgement — a form of 
intellectual dishonesty closely related to copyright 
infringement. 

Copying a paragraph 
from a website into a 
school report without 
referencing the source is 
plagiarism. 

E 

RSI noun Repetitive Strain Injury: pain, stiffness or discomfort 
in muscles, tendons or nerves caused by repetitive 
movement, typically from extended keyboard or 
mouse use. 

Incorrect wrist position 
during prolonged typing 
is a common cause of RSI 
in computer users. 

E 

melatonin noun A hormone produced by the brain that regulates the 
sleep-wake cycle. Blue light emitted by screens 
suppresses melatonin production, delaying the onset 
of sleep. 

Excessive screen use 
before bed suppresses 
melatonin and can cause 
difficulty falling asleep. 

A 

CO2 
extinguisher 

noun A fire extinguisher that uses carbon dioxide gas to 
smother fires. Safe for use on electrical equipment 
because it leaves no residue and does not conduct 
electricity. 

A CO2 extinguisher is 
used on a burning 
computer because water 
would cause 
electrocution and further 
damage. 

E 
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Topic 2 — Computational Thinking and Logic 

The vocabulary of Boolean operators, logic gates, truth tables, compression, abstraction and decomposition. 
This is the most theoretically rich topic in Year 8. Boolean logic underpins all computer decision-making and 
connects directly to Year 9 OCR J277 computational thinking content and Python if-statements. Huffman 
coding and abstraction are aspirational content that anticipates A Level Computer Science. 

 

Tier 2  — Computational Thinking — Academic Vocabulary 

Academic vocabulary — words used across many subjects 

Word Type Definition Example in Computing Tier 

identify verb To recognise and name something precisely. Identify the type of logic 
gate used at each stage 
of this circuit diagram. 

E 

construct verb To build or create something following specific rules 
or conventions. 

Construct a truth table 
for a three-input 
AND/OR/NOT circuit. 

E 

complete verb To fill in all required parts of a table, diagram or 
algorithm. 

Complete the truth table 
for the given logic circuit, 
showing outputs for all 
input combinations. 

E 

compare verb To examine two or more things and identify 
similarities and differences. 

Compare lossy and 
lossless compression, 
explaining when each is 
appropriate. 

E 

evaluate verb To assess the strengths and weaknesses of something 
and reach a reasoned judgement. 

Evaluate whether lossy or 
lossless compression is 
more suitable for 
archiving important legal 
documents. 

E 

optimise verb To make something as efficient or effective as 
possible. 

Optimise the navigation 
algorithm by replacing 
repeated instructions 
with a loop. 

A 

abstract verb To remove unnecessary detail from a model or 
representation, keeping only what is relevant for the 
intended purpose. 

Abstract a city street map 
into a network graph 
showing only nodes 
(junctions) and edges 
(roads). 

A 

 

Tier 3  — Computational Thinking — Subject-Specific Vocabulary 

Subject-specific vocabulary — the language of a computer scientist 
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Word Type Definition Example in Computing Tier 

Boolean 
operator 

noun A logical connective (AND, OR, NOT) used to combine 
or modify conditions, producing a true or false 
output. 

The Boolean expression 
"raining AND cold" is only 
TRUE when both 
conditions are true 
simultaneously. 

E 

AND noun A Boolean operator: returns TRUE only when ALL 
inputs are true. In circuit notation: both switches 
must be closed for the light to turn on. 

A door alarm using AND 
logic fires only when the 
door is open AND the 
alarm is enabled. 

E 

OR noun A Boolean operator: returns TRUE when AT LEAST 
ONE input is true. 

A car will start with petrol 
OR with electric power — 
an OR condition. 

E 

NOT noun A Boolean operator: inverts the input — NOT TRUE = 
FALSE, NOT FALSE = TRUE. 

A NOT gate turns a HIGH 
signal LOW and a LOW 
signal HIGH — inverting 
the input. 

E 

logic gate noun An electronic component that performs a Boolean 
operation on one or more binary inputs and produces 
a binary output. The three fundamental gates are 
AND, OR and NOT. 

A NOT gate is 
represented by a triangle 
with a small circle at the 
output. 

E 

truth table noun A systematic table that lists all possible input 
combinations for a Boolean expression or logic 
circuit, showing the output for each combination. 

A truth table for a two-
input AND gate has four 
rows: 0,0→0; 0,1→0; 
1,0→0; 1,1→1. 

E 

Venn diagram noun A diagram using overlapping circles to represent sets 
and their logical relationships (AND = intersection, OR 
= union, NOT = complement). 

A Venn diagram showing 
dogs that are "fluffy AND 
small" places qualifying 
items in the overlapping 
region. 

E 

algorithm noun A precise, finite, step-by-step set of instructions for 
solving a problem or completing a task. 

A route-finding algorithm 
takes a start and end 
point and outputs a 
sequence of directions. 

E 

loop noun A programming or algorithmic construct that repeats 
a set of instructions either a fixed number of times or 
until a condition is met. 

A cleaning robot uses a 
loop to repeat "move 
forward, turn" until the 
whole floor has been 
covered. 

E 

nested loop noun A loop placed inside another loop. The inner loop 
completes all its iterations for each single iteration of 
the outer loop. 

A nested loop is needed 
for a robot waiter serving 
every table in every row 
of a restaurant. 

E 

compression noun The process of encoding data using fewer bits than 
the original representation, reducing file size for 
storage or transmission. 

Compression is used to 
reduce the size of video 
files for streaming over 
the internet. 

E 
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Word Type Definition Example in Computing Tier 

lossy 
compression 

noun A compression method that permanently removes 
some data (usually imperceptible to humans) to 
achieve a smaller file size. The original cannot be 
perfectly reconstructed. 

JPEG image compression 
uses lossy techniques — 
subtle colour details are 
discarded to reduce file 
size. 

E 

lossless 
compression 

noun A compression method that reduces file size without 
losing any data. The original file can be perfectly 
reconstructed from the compressed version. 

PNG image compression 
is lossless — every pixel 
value is preserved 
exactly. 

E 

binary tree noun A hierarchical data structure in which each node has 
at most two children (left and right). Used in 
compression algorithms and search algorithms. 

A binary tree is used in 
Huffman coding to assign 
shorter binary codes to 
more frequently occurring 
characters. 

E 

abstraction noun The process of removing unnecessary detail from a 
model or representation so that it focuses only on 
the information relevant to the purpose. 

The London Underground 
map is an abstraction: it 
removes accurate 
geography but preserves 
the connections between 
stations. 

E 

nodes and 
edges 

noun In graph theory, nodes (also called vertices) represent 
objects or locations, and edges represent the 
connections or relationships between them. 

A maze can be abstracted 
into a network graph 
where each junction is a 
node and each corridor is 
an edge. 

E 

decomposition noun Breaking a complex problem into smaller, more 
manageable sub-problems that can be solved 
individually and combined to solve the whole. 

Decomposition is used to 
send a message over a 
network: break into 
packets → route each 
packet → reassemble at 
destination. 

E 

pixels noun The smallest individual elements of a digital image. 
Each pixel stores one colour value, represented in 
binary. 

A 10×10 pixel black-and-
white image requires 100 
bits of storage — one bit 
per pixel. 

E 

ASCII noun American Standard Code for Information 
Interchange: a character encoding system that 
assigns a unique 7-bit binary value to each letter, 
digit and symbol. 

The ASCII code for the 
capital letter "A" is 65 in 
denary, or 01000001 in 
binary. 

E 

packets noun Small, fixed-size units of data into which larger 
messages are broken for transmission across a 
network. Each packet contains data, the source 
address, the destination address and a sequence 
number. 

A 10 MB file sent over the 
internet is broken into 
thousands of packets, 
which may travel 
different routes and are 
reassembled at the 
destination. 

E 

Huffman 
coding 

noun A lossless data compression algorithm that assigns 
shorter binary codes to more frequently occurring 

In a text file where "e" 
appears most often, 
Huffman coding assigns 

A 
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Word Type Definition Example in Computing Tier 

characters and longer codes to less frequent ones, 
using a binary tree. 

"e" the shortest binary 
code. 
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Topic 3 — Networks 

The vocabulary of how the internet works, network hardware, topologies, and encryption. This topic maps 
directly to OCR J277 SLR 1.3 (Networks) and SLR 1.4 (Network Security and Encryption). Mastering this 
vocabulary in Year 8 gives students a significant advantage in GCSE. 

 

Tier 2  — Networks — Academic Vocabulary 

Academic vocabulary — words used across many subjects 

Word Type Definition Example in Computing Tier 

describe verb To give a clear account of the features, purpose or 
process of something. 

Describe the role of a DNS 
server in loading a 
website. 

E 

explain verb To make something clear by giving reasons or a 
process. 

Explain why buffering 
occurs when streaming a 
video on a slow 
connection. 

E 

compare verb To identify similarities and differences between two 
or more things. 

Compare the advantages 
and disadvantages of a 
bus network and a star 
network. 

E 

calculate verb To work out a numerical answer using a 
mathematical process. 

Calculate the download 
time for a 500 MB file on 
a 10 Mbps connection. 

E 

evaluate verb To assess the strengths and weaknesses of something 
and make a supported judgement. 

Evaluate whether a peer-
to-peer or client-server 
network is more suitable 
for a school. 

E 

justify verb To give reasons that support a recommendation or 
conclusion. 

Justify why a hospital 
network should use 
client-server rather than 
peer-to-peer architecture. 

A 

 

Tier 3  — Networks — Subject-Specific Vocabulary 

Subject-specific vocabulary — the language of a computer scientist 

Word Type Definition Example in Computing Tier 

internet noun A global network of interconnected computers and 
devices that communicate using standardised 
protocols (TCP/IP). The physical infrastructure of 
cables, routers and servers. 

The internet existed 
before the World Wide 
Web — it is the network 
infrastructure that carries 
web traffic. 

E 

World Wide 
Web 

noun A system of interlinked documents and resources, 
accessed via the internet using HTTP/HTTPS. The web 
runs on top of the internet but is not the same thing. 

A website hosted on a 
web server is part of the 
World Wide Web; the 

E 
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Word Type Definition Example in Computing Tier 

cables connecting that 
server to your computer 
are part of the internet. 

URL noun Uniform Resource Locator: the complete address 
used to access a specific resource on the web, 
including the protocol, domain name and optional 
path. 

In the URL 
https://www.school.co.uk
/students, "https" is the 
protocol, 
"www.school.co.uk" is 
the domain, and 
"/students" is the path. 

E 

DNS noun Domain Name System: a distributed network of 
servers that translates human-readable domain 
names (e.g. google.com) into numerical IP addresses 
that computers use to route data. 

When you type 
"bbc.co.uk" into a 
browser, a DNS server 
translates it to the 
server's IP address before 
your request is sent. 

E 

IP address noun Internet Protocol address: a unique numerical label 
(e.g. 192.168.0.1) assigned to every device on a 
network, used to identify the source and destination 
of data packets. 

Every web server has a 
unique IP address; DNS 
allows users to use 
memorable domain 
names instead. 

E 

packet 
switching 

noun A method of data transmission in which data is 
broken into small packets, each routed 
independently across the network to the destination, 
where they are reassembled. 

Packet switching allows a 
large file to travel via 
different routes — if one 
path is congested, 
packets can take an 
alternative route. 

E 

bandwidth noun The maximum amount of data that can be 
transmitted over a network connection per second, 
measured in bits per second (bps, Kbps, Mbps, Gbps). 

Netflix recommends a 
bandwidth of at least 25 
Mbps for 4K HD 
streaming without 
buffering. 

E 

buffering noun The temporary storage of data during streaming, 
used to maintain smooth playback when the 
incoming data rate is slower than the playback rate. 

A video buffers when the 
download speed is slower 
than the playback speed 
— the player waits for 
more data to arrive. 

E 

fibre optic noun A network transmission medium that uses pulses of 
light to carry data through glass or plastic fibres. 
Offers very high bandwidth and low signal 
degradation over long distances. 

Fibre optic cables carry 
data as light pulses — 
much faster than copper 
cables and immune to 
electromagnetic 
interference. 

E 

copper cable noun A network transmission medium that uses electrical 
signals to carry data through copper wire. Lower 
bandwidth than fibre optic, but cheaper and easier to 
install. 

Most home broadband 
connections use copper 
cable (ADSL/VDSL) for the 
final connection from the 
street cabinet to the 
house. 

E 
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Word Type Definition Example in Computing Tier 

wireless noun Network communication that uses radio waves rather 
than physical cables. Enables mobile devices to 
connect to networks without wired connections. 

Wi-Fi uses wireless radio 
waves to connect devices 
to a router without 
physical cabling. 

E 

LAN noun Local Area Network: a network connecting devices 
within a small geographical area, such as a school, 
home or office building. 

All the computers in a 
school are connected via 
a LAN using switches and 
ethernet cables. 

E 

WAN noun Wide Area Network: a network that connects devices 
across a large geographical area, potentially spanning 
cities, countries or continents. The internet is the 
world's largest WAN. 

A company with offices in 
London, Manchester and 
Edinburgh connects them 
via a WAN. 

E 

router noun A network device that forwards data packets 
between networks, directing traffic along the most 
efficient route. A home router connects your LAN to 
the internet (WAN). 

When you connect to a 
website, your request 
passes through multiple 
routers to reach the web 
server. 

E 

switch noun A network device that connects multiple devices 
within a LAN and intelligently directs data only to the 
intended recipient device. 

A school network uses 
switches to connect 
classroom computers, 
sending each packet only 
to its intended device 
rather than broadcasting 
to all. 

E 

NIC noun Network Interface Card: a hardware component 
(built into most modern devices) that enables a 
computer to connect to a network, providing a 
unique MAC address. 

Every laptop has a built-in 
NIC — both a wired 
ethernet port and a 
wireless Wi-Fi chip. 

E 

bus network noun A network topology in which all devices share a single 
central cable (the "bus"). Simple and cheap, but a 
cable fault disables the entire network. 

A bus network is cheap to 
set up but has a critical 
weakness: if the main 
cable breaks, no device 
can communicate. 

E 

star network noun A network topology in which all devices connect to a 
central switch or hub. A device or cable fault only 
affects that individual device — the rest of the 
network continues. 

Most modern school and 
office networks use a star 
topology because a single 
cable fault only 
disconnects one device. 

E 

client-server noun A network model in which powerful central servers 
provide resources and services (files, email, 
databases) to client computers that request them. 

A school's login system 
uses a client-server 
model: each student 
computer (client) 
authenticates against a 
central server. 

E 

peer-to-peer noun A network model in which all devices are equal and 
can both provide and access resources directly from 
each other, without a dedicated central server. 

Torrent file-sharing uses a 
peer-to-peer model 
where every participant 
uploads and downloads 
simultaneously. 

E 
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Word Type Definition Example in Computing Tier 

cloud 
computing 

noun Accessing computing services — storage, software, 
processing power — over the internet from remote 
servers, rather than from local hardware. 

Google Drive and 
Microsoft OneDrive are 
cloud storage services: 
files are stored on remote 
servers and accessed via 
the internet. 

E 

encryption noun The process of transforming readable data (plaintext) 
into an unreadable format (ciphertext) using a key, so 
that only authorised parties with the correct key can 
decrypt and read it. 

When you pay online, 
your card details are 
encrypted so that anyone 
intercepting the data 
cannot read them. 

E 

Caesar cipher noun A simple substitution cipher in which each letter in 
the plaintext is shifted a fixed number of positions 
along the alphabet. 

With a shift of 3, "HELLO" 
becomes "KHOOR" — 
each letter is replaced by 
the letter three positions 
forward. 

E 

TLS/SSL 
certificate 

noun A digital certificate that authenticates a website's 
identity and enables encrypted HTTPS 
communication. Indicated by a padlock icon in the 
browser address bar. 

A TLS/SSL certificate 
proves that 
https://www.yourbank.co
m is genuinely operated 
by your bank, not an 
impostor. 

E 

plaintext noun The original, readable form of a message before 
encryption is applied. 

"MEET AT NOON" is 
plaintext; after 
encryption with a Caesar 
cipher it becomes 
ciphertext. 

E 

ciphertext noun The scrambled, unreadable form of a message after 
encryption has been applied. Can only be converted 
back to plaintext using the correct decryption key. 

The ciphertext "PHHW 
DW QRRQ" cannot be 
read without knowing the 
Caesar cipher shift key 
used to create it. 

A 
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Topic 4 — Introduction to Python 

The vocabulary of Python programming: data types, variables, selection, iteration, error types and 
pseudocode. This is the most skills-intensive topic in Year 8 and the direct foundation for Year 9 Python (OCR 
J277 Component 02). Every word in this section will appear again in Year 9 and in GCSE examinations. 

 

Tier 2  — Python Programming — Academic Vocabulary 

Academic vocabulary — words used across many subjects 

Word Type Definition Example in Computing Tier 

identify verb To recognise and name something precisely. Identify the data type of 
each variable in this 
Python program. 

E 

describe verb To give a clear account of the purpose, features or 
process of something. 

Describe the purpose of 
the counter variable in 
this while loop. 

E 

explain verb To make something clear by giving reasons or a 
process. 

Explain why indentation 
is essential in Python 
selection and iteration. 

E 

debug verb To find and fix errors in a program. Debug this Python 
program — it should 
calculate the average of 
three numbers but 
produces the wrong 
result. 

E 

trace verb To follow a program's execution step by step, 
recording the value of variables at each stage. 

Trace through this while 
loop, recording the value 
of "count" after each 
iteration. 

E 

evaluate verb To assess the strengths and weaknesses of something 
and reach a judgement. 

Evaluate this Python 
program against the 
original design — does it 
meet all the 
requirements? 

A 

design verb To plan the structure, logic and behaviour of a 
program before writing the code. 

Design a pseudocode 
algorithm for the Guess 
My Number program 
before coding it. 

A 

 

Tier 3  — Python Programming — Subject-Specific Vocabulary 

Subject-specific vocabulary — the language of a computer scientist 

Word Type Definition Example in Computing Tier 

IDLE noun The Integrated Development and Learning 
Environment: the code editor and shell provided with 

In IDLE, pressing F5 runs 
the current script; the 

E 
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Word Type Definition Example in Computing Tier 

Python, used to write, run and debug Python 
programs. 

shell displays the output 
and any error messages. 

interactive 
mode 

noun Running Python one line at a time directly in the 
shell, receiving immediate output. Useful for testing 
single expressions. 

In interactive mode, 
typing 2 + 3 immediately 
returns 5. 

E 

script mode noun Writing a complete program in a file (.py) and running 
it all at once. Used for all programs longer than a 
single line. 

All substantial Python 
programs — Sleep 
Calculator, Guess My 
Number — are written 
and run in script mode. 

E 

variable noun A named storage location in memory that holds a 
value which can be read, updated or changed as a 
program runs. 

In score = 0, the variable 
"score" is created and 
assigned the integer 
value 0. 

E 

string noun A data type that stores a sequence of characters — 
letters, digits, spaces and symbols — enclosed in 
quotation marks. 

The value "Hello, World!" 
is a string; so is "42" — 
the quotation marks 
make it text, not a 
number. 

E 

integer noun A data type that stores a whole number (positive, 
negative or zero) without a decimal point. 

The variable age = 14 
stores an integer. 
Integers can be used 
directly in arithmetic 
operations. 

E 

float noun A data type that stores a number with a decimal 
point (a floating-point number). 

The variable price = 4.99 
stores a float — needed 
because prices include 
pence. 

E 

Boolean noun A data type with only two possible values: True or 
False. Used in conditions for if-statements and while 
loops. 

The expression 10 > 5 
evaluates to the Boolean 
value True; 10 < 5 
evaluates to False. 

E 

casting noun Converting a variable from one data type to another 
using Python's built-in conversion functions: int(), 
float(), str(). 

Casting is required when 
using input() because it 
always returns a string — 
int(input("Age: ")) 
converts the string to an 
integer. 

E 

BIDMAS noun The order of operations in arithmetic: Brackets, 
Indices, Division/Multiplication (left to right), 
Addition/Subtraction (left to right). Python follows 
BIDMAS exactly. 

2 + 3 * 4 evaluates to 14 
(not 20) because BIDMAS 
says multiplication before 
addition. 

E 

selection noun One of the three fundamental programming 
constructs. A decision point where the program 
follows different paths based on whether a condition 
is True or False. 

An if/elif/else block is an 
example of selection — 
the program takes 
different actions 
depending on user input. 

E 
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Word Type Definition Example in Computing Tier 

if / elif / else noun Python's selection keywords: "if" tests the first 
condition; "elif" tests further conditions if the first 
was False; "else" runs if all conditions were False. 

if speed > 70: print("Over 
limit") elif speed == 70: 
print("At limit") else: 
print("Under limit") 

E 

comparison 
operator 

noun A symbol used to compare two values and produce a 
Boolean result: == (equal), != (not equal), < (less 
than), <= (less than or equal), > (greater than), >= 
(greater than or equal). 

The operator >= checks 
whether the left value is 
greater than or equal to 
the right: age >= 18 is 
True when age is 18 or 
more. 

E 

indentation noun The consistent use of spaces (Python standard: 4 
spaces) to show which lines of code belong inside an 
if-statement, loop or function. Python uses 
indentation to define code blocks. 

Every line inside a while 
loop must be indented by 
4 spaces — removing the 
indentation causes a 
syntax error. 

E 

pseudocode noun A language-independent description of an algorithm 
that uses structured English to express logic, without 
being tied to any specific programming language's 
syntax. 

WHILE guess != target: 
ask user to guess; update 
counter — this 
pseudocode describes the 
Guess My Number 
algorithm. 

E 

syntax error noun An error caused by breaking the rules of the Python 
language (e.g. misspelled keywords, missing colons, 
wrong indentation), preventing the program from 
running at all. 

Typing PRINT("Hello") 
instead of print("Hello") 
causes a syntax error — 
Python keywords are 
case-sensitive. 

E 

run-time error noun An error that occurs while a program is running — 
the program has no syntax errors but crashes when it 
tries to perform an impossible operation. 

Dividing by zero (10/0) 
causes a 
ZeroDivisionError run-
time error — syntactically 
valid but impossible to 
execute. 

E 

logic error noun An error where the program runs without crashing 
but produces the wrong output because the 
algorithm contains a mistake. 

A logic error occurs if a 
program calculates the 
average by dividing by 3 
when it should divide by 4 
— it runs but gives the 
wrong answer. 

E 

while loop noun A count-controlled or condition-controlled loop in 
Python that repeats a block of code for as long as a 
specified Boolean condition remains True. 

while guess != target: 
keeps asking the user to 
guess until they find the 
correct number. 

E 

counter 
variable 

noun A variable used to track how many times a loop has 
executed, typically incremented by 1 on each 
iteration. 

count = count + 1 inside a 
while loop increments the 
counter by 1 each time 
the loop body runs. 

E 

random 
module 

noun A Python library (import random) that provides 
functions for generating random numbers. The 

import random and 
random.randint(1, 10) 
generates a random 
integer from 1 to 10 — 

E 
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Word Type Definition Example in Computing Tier 

randint(a, b) function returns a random integer 
between a and b inclusive. 

used in the Guess My 
Number program. 

augmented 
assignment 

noun A shorthand operator that combines an arithmetic 
operation with assignment: += adds to the variable, -
= subtracts, *= multiplies. 

score += 1 is shorthand 
for score = score + 1 — it 
adds 1 to the current 
value of score. 

A 

 



Carshalton Boys Sports College  |  Computing  |  Year 8 Vocabulary  |  2026–2027 

Page 22 of 26 

Topic 5 — Searching Algorithms 

The vocabulary of linear and binary search algorithms. This bridging topic connects computational thinking 
(Topic 2) with Python programming (Topic 4) and anticipates OCR J277 Component 01 algorithm content in 
Year 9 and 10. 

 

Tier 2  — Searching Algorithms — Academic Vocabulary 

Academic vocabulary — words used across many subjects 

Word Type Definition Example in Computing Tier 

compare verb To examine two or more things and identify 
similarities and differences. 

Compare linear search 
and binary search in 
terms of efficiency for 
sorted lists of 1000 items. 

E 

evaluate verb To assess the strengths and weaknesses of something 
and reach a supported judgement. 

Evaluate which search 
algorithm is more 
appropriate for an 
unsorted list of customer 
names. 

E 

justify verb To give reasons that support a recommendation. Justify why a binary 
search would be 
unsuitable for searching 
an unsorted list. 

A 

 

Tier 3  — Searching Algorithms — Subject-Specific Vocabulary 

Subject-specific vocabulary — the language of a computer scientist 

Word Type Definition Example in Computing Tier 

linear search noun A search algorithm that examines each item in a list 
in turn, from the first to the last, until the target is 
found or the end of the list is reached. Works on both 
sorted and unsorted lists. 

A linear search of 1000 
items may check up to 
1000 items — on average 
it checks 500. It does not 
require the list to be 
sorted. 

E 

binary search noun An efficient search algorithm for sorted lists that 
works by repeatedly halving the search space: check 
the middle item; if the target is smaller, search the 
left half; if larger, search the right half. 

A binary search of 1024 
items takes at most 10 
checks (since 2¹⁰=1024) — 
far more efficient than 
linear search for large 
sorted lists. 

E 

ordered list noun A list in which items are arranged in a defined 
sequence — typically alphabetical or numerical 
order. Binary search requires the list to be ordered. 

Binary search requires an 
ordered list — it cannot 
work correctly on an 
unsorted list. 

E 
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Word Type Definition Example in Computing Tier 

search 
efficiency 

noun A measure of how many comparisons an algorithm 
needs to find a target value. An efficient algorithm 
finds the target using as few comparisons as possible. 

Binary search is more 
efficient than linear 
search for large ordered 
lists because each step 
halves the remaining 
search space. 

E 

computational 
complexity 

noun A measure of how the time or resources required by 
an algorithm grow as the size of the input increases. 
Algorithms that scale well (e.g. logarithmically) are 
preferable for large datasets. 

Binary search has 
logarithmic complexity — 
doubling the list size adds 
only one extra step. 
Linear search has linear 
complexity — doubling 
the list doubles the worst-
case comparisons. 

A 
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Cross-Topic: Tier 2 Academic Vocabulary 

These academic command words and analytical terms appear throughout all five Year 8 topics, in assessment 
questions, homework tasks and PATHS feedback. Knowing what each command word requires is as 
important as knowing the subject content. 

 

Word Type Definition Example in Computing Tier 

identify verb To recognise and name something precisely, often 
using evidence. 

Identify one disadvantage 
of a bus network 
topology. 

E 

state verb To give a brief, direct factual answer. State two types of 
malware. 

E 

describe verb To give a clear account of the features, characteristics 
or process of something. 

Describe how packet 
switching allows data to 
travel across the internet. 

E 

explain verb To make something clear by giving reasons, causes or 
a step-by-step process. 

Explain why binary search 
is more efficient than 
linear search for large 
ordered lists. 

E 

compare verb To examine two or more things and identify both 
similarities and differences. 

Compare lossy and 
lossless compression, 
explaining when each 
should be used. 

E 

calculate verb To work out a numerical answer using a 
mathematical process. 

Calculate the download 
time for a 200 MB file on 
a 40 Mbps connection. 

E 

evaluate verb To assess the strengths and weaknesses of something 
and reach a supported, reasoned judgement. 

Evaluate whether a star 
or bus topology is more 
suitable for a hospital 
network. 

E 

justify verb To give reasons that support a decision, 
recommendation or argument. 

Justify your choice of 
compression type for 
storing a medical X-ray 
image archive. 

E 

construct verb To build or create something following specific rules 
or conventions. 

Construct a truth table 
for the logic circuit 
shown. 

E 

debug verb To find and fix errors in a program. Debug the Python 
program — it should print 
the sum of five numbers 
but gives the wrong total. 

E 

trace verb To follow a program's execution step by step, 
recording variable values. 

Trace through the while 
loop and record the value 
of count after each 
iteration. 

E 
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Word Type Definition Example in Computing Tier 

design verb To plan the structure, logic or appearance of 
something before building it. 

Design a pseudocode 
algorithm for the Speed 
Checker program before 
writing the code. 

E 

advantage noun A quality that makes something more suitable, 
efficient or preferable in a given context. 

An advantage of a star 
network is that a cable 
fault only affects one 
device. 

E 

disadvantage noun A quality that makes something less suitable, efficient 
or preferable. 

A disadvantage of 
encryption is that it 
requires additional 
processing time. 

E 

characteristic noun A defining feature or quality that distinguishes one 
thing from another. 

A characteristic of 
Boolean AND is that the 
output is TRUE only when 
all inputs are TRUE. 

E 

efficient adj Achieving a result with minimum wasted time, effort 
or resources. 

Binary search is more 
efficient than linear 
search because it 
eliminates half the 
remaining items with 
each comparison. 

E 

appropriate adj Suitable or well-matched for a particular purpose or 
context. 

Lossless compression is 
appropriate for medical 
images because no data 
can be lost. 

E 

systematic adj Following a planned, methodical approach rather 
than acting randomly or intuitively. 

Debugging a program 
systematically means 
testing one hypothesis at 
a time — changing one 
variable and checking the 
effect. 

A 

implication noun A consequence or effect that follows from a decision 
or action, not always stated directly. 

One implication of using 
lossy compression for a 
legal document is that 
some data is permanently 
lost. 

A 

optimise verb To make something as efficient or effective as 
possible. 

You can optimise a 
navigation algorithm by 
replacing repeated 
instructions with a single 
loop. 

A 
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Using This Booklet Throughout Year 8 

This booklet should be kept at home and brought to every Computing lesson when requested. A digital copy 
is available on Google Classroom. Teachers will set vocabulary as a regular part of homework throughout the 
year — please support your son in using this booklet little and often. 

 

Progression into Year 9 
Every word in this booklet builds toward Year 9 GCSE Computer Science (OCR J277). Boolean logic and truth 
tables (Topic 2) prepare students for algorithm and data representation content in Component 01. Networks 
vocabulary (Topic 3) maps directly to SLR 1.3 and SLR 1.4. Python programming terms (Topics 4–5) are the 
vocabulary of Component 02 — the language and constructs used in the Year 9 to 11 programming 
programme. Students who own this vocabulary arrive in Year 9 ready to engage with GCSE content from day 
one. 

Vocabulary for Year 9 (OCR J277 SLR 1.1 Systems Architecture, SLR 1.2 Memory and Storage, and Python 
Fundamentals) will be provided in a companion booklet at the start of Year 9. 
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