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A Note for Parents and Pupils 
This booklet contains the key Tier 2 (academic) and Tier 3 (subject-specific) vocabulary for Year 11 
Computer Science. These words cover the three topics completed in Year 11 as part of Unit 2 of the 
OCR J277 specification: Producing Robust Programs, Boolean Logic, and Programming Languages 
and IDEs, together with the command words and cross-topic vocabulary pupils need for 
examination success across both papers. Knowing these words — not just recognising them, but 
being able to use them accurately and confidently in examination writing — is one of the most 
important things a pupil can do to improve their GCSE Computer Science performance. Examiners 
reward precise technical vocabulary. Every Tier 3 word in this booklet appears in the OCR J277 
specification or mark schemes. 
Words marked E (Expected) are the core vocabulary that every pupil must know. Words marked A 
(Aspirational) are stretch vocabulary for pupils aiming to reach the top of the mark scheme. All 
pupils are encouraged to learn the A words. 

E Expected — core vocabulary every pupil must learn. 

A Aspirational — stretch vocabulary for higher-level performance in extended writing. 

 

How to Learn Vocabulary: Metacognitive Strategies 
Research consistently shows that the most effective vocabulary learning does not come from re-
reading a list. The strategies below are those with the strongest evidence base for long-term 
retention. We strongly recommend rotating between them rather than relying on a single approach. 

● Look–Cover–Write–Check: Look at the word and its definition carefully. Cover both. Write 
the word and definition from memory. Uncover and check. Repeat immediately for any word 
you could not recall. This is the single most important habit in this booklet. 

● The Leitner Flashcard System: Write the word on the front of a card, the definition and a 
computing example on the back. Sort cards into three piles: 'know well' (review once a 
week), 'know fairly well' (review every other day), 'don't know yet' (review every study 
session). Promote and demote cards honestly. After three weeks, the 'know well' pile should 
be the largest. 

● Dual Coding: Draw a logic diagram, flowchart or simple annotated diagram next to each 
word to create a visual memory anchor alongside the written definition. This is especially 
powerful for computing processes (the fetch–decode–execute cycle, a two-level logic circuit, 
the operation of a compiler) where the concept has a spatial or sequential logic. 

● Self-Quizzing with a Partner: Ask a parent, carer or friend to test you by reading out the 
word while you give the definition, then reverse roles. Pupils who explain a definition aloud 
are significantly more likely to remember it than those who read silently. Even five minutes of 
quizzing is more effective than twenty minutes of re-reading. 

● Use in Writing: Once you can define a word, try to use it in a sentence about Computer 
Science. Better still, use it in a practice exam answer. Pupils who deploy Tier 3 vocabulary 
accurately and precisely in extended answers consistently achieve higher marks because 
examiners interpret this as a signal of genuine technical understanding. 

● Spaced Retrieval: Do not try to learn all words in one sitting. Instead, study the current 
topic's words every night for ten minutes, revisiting previous topics' words at least twice a 
week. Spacing your practice over time is far more effective than a single long revision 
session the night before a test. 

Suggested Weekly Routine 
Spend 10 minutes per night, five nights per week, on vocabulary for the current topic. On at least 
two of those nights, also revisit words from a previous topic. Rotate through the strategies above. 
By the end of each topic, aim to have covered every E word at least five times and every A word at 
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least three times. Before any knowledge test, spend one full session doing Look–Cover–Write–
Check on all words from that topic without exception. 

Topic 2.3: Producing Robust Programs — Vocabulary 

Word Type Tier E/A Definition Example 

defensive 
design 

noun T3 E Designing a program to anticipate 
and handle situations that could 
cause it to crash or behave 
incorrectly, including possible 
misuse by the user. 

Defensive design in the date 
validator means it rejects a day 
value of 32 before it can cause 
a runtime error. 

anticipating 
misuse 

noun T3 E Predicting the ways a user might, 
deliberately or accidentally, use a 
program incorrectly, and coding 
against these possibilities. 

Anticipating misuse of the 
password checker meant 
testing what happens if a user 
submits an empty string. 

authentication noun T3 E The process of confirming that a 
user is who they claim to be, 
typically by checking a username 
and password before granting 
access. 

The secure login program uses 
authentication to check the 
entered password against the 
stored one before allowing 
access. 

input 
validation 

noun T3 E Automated checking that data 
entered into a program is sensible, 
complete and within an acceptable 
range before it is processed. 

Input validation on the 
percentage program rejects any 
value entered below 0 or above 
100. 

sanitisation noun T3 E Removing or correcting potentially 
harmful or unwanted characters 
from user input before it is used, 
such as stripping extra spaces. 

Sanitisation of the email 
address removes leading and 
trailing spaces before the 
format is checked. 

presence 
check 

noun T3 E A validation check confirming that a 
required field has not been left 
empty. 

A presence check on the 
username field stops the form 
being submitted with no 
username entered. 

range check noun T3 E A validation check confirming that a 
numeric value falls between an 
accepted minimum and maximum. 

A range check ensures the 
percentage entered is no lower 
than 0 and no higher than 100. 

type check noun T3 E A validation check confirming that 
data entered is of the expected data 
type, such as an integer rather than 
text. 

A type check on the age field 
rejects the input 'twelve' 
because it is not an integer. 

format check noun T3 E A validation check confirming that 
data follows a required pattern or 
structure, such as an email address 
containing an @ symbol. 

A format check on the email 
validator confirms the input 
contains an @ symbol and no 
double dots. 

length check noun T3 E A validation check confirming that a 
piece of text contains no more and 
no fewer characters than allowed. 

A length check on the message 
validator rejects any input 
longer than 280 characters. 

contingency 
planning 

noun T3 A Anticipating unexpected situations, 
such as unavailable hardware or an 
interrupted connection, and building 
code to handle them gracefully. 

Contingency planning for the 
save routine includes checking 
that a file actually exists before 
the program attempts to open it. 
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Word Type Tier E/A Definition Example 

maintainability noun T3 E The quality of a program that makes 
it easy for another programmer, or 
the same programmer later, to read, 
understand and modify the code. 

Sensible variable names and 
clear indentation both improve 
the maintainability of the 
factorial program. 

indentation noun T3 E The consistent use of spacing to 
show the structure of a program, 
such as which lines belong inside a 
loop or selection statement. 

Correct indentation makes it 
obvious which lines of code 
only execute when the IF 
condition is true. 

commenting noun T3 E Adding explanatory notes within 
source code, ignored by the 
translator, that help a human reader 
understand what the code does. 

A comment above the validation 
loop explains why the loop 
repeats until valid input is 
received. 

iterative 
testing 

noun T3 E Testing a program repeatedly 
during development, fixing errors as 
they are found, so problems are 
caught early rather than only at the 
end. 

Iterative testing of the GCF 
program during development 
caught a logic error in the loop 
condition. 

final/terminal 
testing 

noun T3 E Testing performed once a program 
is believed to be complete, to check 
the whole program works correctly 
before it is released. 

Final testing of the message 
validator confirmed it correctly 
accepted and rejected every 
category of test data. 

syntax error noun T3 E An error that breaks the rules of a 
programming language, such as a 
missing colon or bracket, usually 
detected by the translator before the 
program runs. 

The syntax error was caused by 
a missing closing bracket at the 
end of the IF statement. 

logic error noun T3 E An error where a program runs 
without crashing but produces an 
incorrect result, because the code 
does not do what the programmer 
intended. 

A logic error meant the factorial 
program used addition instead 
of multiplication, giving the 
wrong answer. 

test data noun T3 E Specific input values chosen 
deliberately and used to test 
whether a program behaves 
correctly under a range of 
conditions. 

Test data for the percentage 
checker included a normal 
value, a boundary value and an 
invalid value. 

normal data noun T3 E Test data that a program should be 
expected to receive and process 
correctly during ordinary use. 

Normal data for the age input, 
such as 34, should be accepted 
by the program without any 
error. 

boundary data noun T3 E Test data at the very limit of what is 
acceptable, used to check that a 
program handles edge cases 
correctly. 

Boundary data of exactly 100 
tests whether the percentage 
checker correctly accepts the 
maximum allowed value. 

invalid data noun T3 E Test data that is of the correct data 
type but falls outside the accepted 
range or format, and should be 
rejected. 

Invalid data such as 150 for a 
percentage should be rejected 
by the range check. 

erroneous 
data 

noun T3 E Test data of the wrong data type 
altogether, used to check that a 

Erroneous data such as the text 
'cat' entered for an age field 
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Word Type Tier E/A Definition Example 

program does not crash when given 
completely unsuitable input. 

should be rejected without 
crashing the program. 

test plan noun T3 A A structured document setting out 
the test data to be used, the reason 
for each choice, and the expected 
result, before testing begins. 

The test plan for the date 
validator listed one item of 
normal, boundary, invalid and 
erroneous data with its 
expected outcome. 

Topic 2.4: Boolean Logic — Vocabulary 

Word Type Tier E/A Definition Example 

Boolean logic noun T3 E A system of logic in which values 
can only be true or false (1 or 0), 
used to make decisions in both 
programs and digital circuits. 

Boolean logic underlies both the 
selection statements written in 
Python and the gates inside the 
CPU. 

logic gate noun T3 E A basic building block of a digital 
circuit that takes one or more binary 
inputs and produces a single binary 
output according to a fixed rule. 

Combining three logic gates 
allowed the class to build a 
simple half-adder circuit. 

AND gate noun T3 E A logic gate whose output is 1 only 
when every one of its inputs is 1. 

The AND gate in the circuit only 
outputs 1 when both switch A 
and switch B are closed. 

OR gate noun T3 E A logic gate whose output is 1 when 
at least one of its inputs is 1. 

The OR gate outputs 1 
whenever at least one of its two 
inputs is set to 1. 

NOT gate noun T3 E A logic gate with a single input that 
inverts the input, producing the 
opposite binary value as its output. 

A NOT gate placed after the 
AND gate inverts its output, 
producing the expression NOT 
(A AND B). 

logic diagram noun T3 E A diagram that uses standard 
symbols for AND, OR and NOT 
gates to show how a Boolean 
expression or circuit is constructed. 

The logic diagram showed an 
AND gate feeding into a NOT 
gate to represent NOT (A AND 
B). 

truth table noun T3 E A table listing every possible 
combination of binary inputs to a 
logic circuit alongside the resulting 
output for each combination. 

Completing the truth table for a 
two-input AND gate requires 
four rows, one for each input 
combination. 

Boolean 
expression 

noun T3 E A statement combining one or more 
binary values using the operators 
AND, OR and NOT, which 
evaluates to either true or false. 

The Boolean expression NOT 
(A AND B) describes a circuit 
where the output is 0 only when 
both inputs are 1. 

one-level 
circuit 

noun T3 E A logic circuit that uses a single 
logic gate to combine its inputs and 
produce an output. 

A one-level circuit using a 
single OR gate was the 
simplest example studied in the 
lesson. 

two-level 
circuit 

noun T3 E A logic circuit in which the output of 
at least one gate is used as an input 
to a further gate. 

Completing the truth table for a 
two-level circuit required 
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Word Type Tier E/A Definition Example 

working out the intermediate 
value before the final output. 

input 
combination 

noun T3 A One specific pairing of binary values 
assigned to the inputs of a logic 
circuit, of which a truth table lists 
every possibility. 

Every input combination for a 
two-input circuit must appear 
exactly once in a correctly 
completed truth table. 

NAND gate noun T3 A A logic gate, beyond the OCR 
specification, equivalent to an AND 
gate followed by a NOT gate, 
producing 0 only when every input 
is 1. 

Some pupils explored how a 
NAND gate can be used on its 
own to build any other logic 
gate. 

NOR gate noun T3 A A logic gate, beyond the OCR 
specification, equivalent to an OR 
gate followed by a NOT gate, 
producing 1 only when every input 
is 0. 

A NOR gate outputs 1 only in 
the single case where both of 
its inputs are 0. 

XOR gate noun T3 A A logic gate, beyond the OCR 
specification, that produces an 
output of 1 only when its inputs 
differ from one another. 

An XOR gate is a key 
component of a half-adder 
circuit, since it outputs 1 only 
when exactly one input is 1. 

Topic 2.5: Programming Languages and IDEs — Vocabulary 

Word Type Tier E/A Definition Example 

high-level 
language 

noun T3 E A programming language, such as 
Python, written using words and 
structures close to human 
language, which must be translated 
before a computer can run it. 

Python is a high-level language 
because a single line of code 
such as print('hello') represents 
several machine-code 
instructions. 

low-level 
language 

noun T3 E A programming language that is 
close to the instructions a processor 
executes directly, such as assembly 
language or machine code. 

Assembly language is a low-
level language written using 
short mnemonics that map 
closely onto machine-code 
instructions. 

source code noun T3 E The original, human-readable 
version of a program as written by a 
programmer, before it has been 
translated. 

The source code for the prime-
number program was typed into 
both Python and a BBC BASIC 
emulator. 

assembly 
code 

noun T3 E Low-level code written using 
mnemonics that correspond directly 
to machine-code instructions for a 
specific processor. 

The Little Man Computer 
program was written in 
assembly code using 
mnemonics such as ADD and 
STA. 

machine code noun T3 E The binary instructions that a 
processor can execute directly, 
without any further translation. 

Machine code is the only form 
of instruction a processor's 
control unit can execute 
directly. 

mnemonic noun T3 A A short abbreviation, such as ADD 
or STA, used in assembly language 
to represent a single machine-code 

The mnemonic LDA is used in 
the Little Man Computer model 
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Word Type Tier E/A Definition Example 

instruction in a form easier for a 
human to read. 

to load a value from a mailbox 
into the accumulator. 

translator noun T3 E A program that converts source 
code written in a high-level or 
assembly language into a form a 
computer can execute. 

A translator is needed before 
any high-level program can be 
run, since a processor cannot 
execute source code directly. 

compiler noun T3 E A translator that converts the whole 
of a program's source code into 
machine code in one go, before the 
program is run. 

The compiler translated the 
entire program into an 
executable file, which could 
then be run without the original 
source code. 

interpreter noun T3 E A translator that converts and 
executes a program's source code 
one line at a time as the program 
runs. 

The interpreter stopped and 
reported an error as soon as it 
reached the line containing the 
syntax mistake. 

assembler noun T3 E A translator that converts assembly 
code directly into machine code. 

An assembler converted the 
Little Man Computer 
mnemonics into the numeric 
machine code the simulator 
could execute. 

integrated 
development 
environment 
(IDE) 

noun T3 E Specialist software that provides a 
programmer with the tools needed 
to write, edit, test and debug a 
program in one place. 

The IDE used in class 
combines an editor, error 
diagnostics and a run-time 
environment in a single window. 

editor noun T3 E The facility within an IDE where a 
programmer writes and edits source 
code, usually with colour-coding to 
make it easier to read. 

The editor highlighted keywords 
such as if and for in a different 
colour from variable names. 

error 
diagnostics 

noun T3 E The facility within an IDE that 
reports the location and nature of 
errors in a program, helping a 
programmer find and fix them. 

The IDE's error diagnostics 
pointed to the exact line where 
the missing bracket had caused 
a syntax error. 

run-time 
environment 

noun T3 E The facility within an IDE that allows 
a program to be executed and its 
output observed, without needing a 
separate application. 

The run-time environment let 
pupils run their validator 
program and see its output 
directly inside the IDE. 

Little Man 
Computer 
(LMC) 

noun T3 A A simple model of a computer used 
to teach low-level programming, in 
which instructions and data are 
represented as numbered 
mailboxes. 

The Little Man Computer model 
was used to write and trace a 
simple assembly program that 
added two numbers together. 

Examination Literacy: Command Words and Cross-Topic 
Vocabulary 

Word Type Tier E/A Definition Example 

robustness noun T3 E The quality of a program that allows 
it to behave reliably and predictably 

Discuss how a programmer 
could improve the robustness of 
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Word Type Tier E/A Definition Example 

even when given unexpected or 
incorrect input. 

a program that accepts user 
input. 

algorithm noun T3 E A precise, ordered sequence of 
steps that solves a problem or 
completes a task in a finite number 
of stages. 

An algorithm for validating a 
password must check its length 
before checking whether it 
contains a digit. 

abstraction noun T3 E Removing unnecessary detail from 
a problem or system so that only 
the important features remain, 
making it easier to understand or 
manage. 

Abstraction allows a 
programmer to think about what 
a validation function does 
without considering every line of 
its code. 

decomposition noun T3 E Breaking a complex problem down 
into smaller, more manageable sub-
problems that are easier to solve 
individually. 

Decomposition of the message 
validator split the task into 
checking length, checking 
characters and reporting the 
result. 

computational 
thinking 

noun T3 E An approach to problem-solving that 
uses abstraction, decomposition 
and algorithmic thinking to design 
solutions that could be implemented 
by a computer. 

Computational thinking skills 
are applied throughout the 
revision programme to unseen 
problems in both papers. 

validate verb T2 E To check automatically that data 
entered into a program is sensible, 
complete and within an acceptable 
range before it is processed. 

Validate the input to a program 
that accepts a mark out of 100. 

justify verb T2 E To give reasons or evidence to 
support a decision, choice or 
argument. 

Justify the choice of boundary 
test data for a program that 
accepts values from 1 to 10. 

evaluate verb T2 E To weigh up the strengths and 
weaknesses of something, using 
evidence, and reach a supported 
conclusion. 

Evaluate the effectiveness of a 
programmer's approach to 
testing a validation routine. 

discuss verb T2 E To explore more than one point of 
view on a topic, considering 
strengths and weaknesses of each. 

Discuss how a programmer 
could make a program more 
robust. 

compare verb T2 E To identify explicit similarities and 
differences between two or more 
things. 

Compare the way a compiler 
and an interpreter handle a 
syntax error in a program. 

trace verb T2 E To follow a program's execution 
step by step, usually using a trace 
table, recording how each variable's 
value changes. 

Trace the algorithm and 
complete the table to show the 
value of each variable after 
every iteration. 

synoptic adj. T2 A Drawing together knowledge and 
skills from more than one topic or 
paper, as OCR J277 extended-
writing questions often require. 

The 8-mark question was 
synoptic, requiring pupils to link 
validation, testing and 
maintainability together in one 
answer. 
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