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A Note for Students, Parents and Carers 
Welcome to the F161 Developing Application Software vocabulary booklet. F161 is the applied 
technical knowledge unit at the heart of the Cambridge Advanced National in Computing: 
Application Development — an externally examined Level 3 AAQ unit assessed by a written 
examination in Spring Term 1. This booklet is the foundational reference tool that will support your 
learning across the two-term teaching programme. 
 

Why vocabulary matters in F161 

F161 is an examination that rewards students who can do more than recall — who can apply 
technical knowledge to unseen scenarios and justify their answers precisely. OCR mark schemes 
reward the accurate and confident use of subject-specific terminology in 'identify', 'describe', 
'explain', 'compare' and 'justify' responses. A student who deploys terms such as NAS, DDoS, REST, 
data minimisation, erroneous test data and PECR fluently and correctly is writing in the language of 
the examination. A student who cannot — however well they understand the ideas — will not access 
the top mark bands. 

 

How this booklet is organised 

Vocabulary is grouped by the six topic areas of the F161 scheme of work. Within each topic you will 
find: 

• Tier 2 (academic) vocabulary — the analytical language used across Level 3 qualifications 
(e.g. evaluate, justify, mitigation, compliance). These are the words that make examination 
writing sound like AAQ and A Level work. 

• Tier 3 (subject-specific) vocabulary — the precise technical language of computing (e.g. SAN, 
REST, DDoS, PECR, incremental backup, erroneous test data). These words have exact 
definitions that students must use with confidence. 

 
Within each tier, every word is marked as either: 

• Expected (E) — every student on F161 is expected to know, spell and use these accurately by 
the end of the relevant topic. 

• Aspirational (A) — stretch vocabulary for students targeting the top mark band. Used 
accurately in extended writing, these terms reliably move work into the highest-mark 
responses. 

 

How vocabulary will be tested 

• Weekly retrieval quizzes at the start of lessons, drawing from the current and all previous 
topic areas — exactly as the examination does. 

• Embedded into end-of-topic assessments and the mock examination — accurate, precise use 
of terminology is rewarded in all multi-mark responses. 

• Vocabulary as Work Outside the Classroom — a significant proportion of weekly homework 
in F161 is vocabulary acquisition and consolidation. 

 

How parents and carers can help 



Carshalton Boys Sports College  |  Computing  |  Vocabulary  |  Developing Application Software  |  2026–27 

You do not need to be a computing specialist to help. Quizzing your son over dinner, in the car, or as 
a regular ten-minute evening habit makes a measurable difference. Computing vocabulary lists are 
not 'GCSE' work — they are the technical language of a professional discipline, and fluency in that 
language is a direct route to examination success. 
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How to Learn Technical Vocabulary 
Learning vocabulary to long-term memory requires retrieval, not re-reading. The strategies below — 
used consistently — will build the reliable recall the F161 examination demands. 

 

1. Look, Cover, Write, Check 

Read the word, type, definition and use-in-context. Cover them. Write the word and definition from 
memory. Check. Repeat any you got wrong. Effortful retrieval builds memory traces; passive re-
reading does not. 
 

2. The Leitner System 

Make flashcards (Quizlet, Anki or paper) with the term on one side and definition plus example on 
the other. Sort into three boxes: Box 1 (review daily — terms you do not yet know), Box 2 (review 
every three days — terms you got right once), Box 3 (review weekly — terms you got right twice). 
Terms you get wrong return to Box 1. Two disciplined weeks transforms a vocabulary list. 
 

3. Dual coding 

For every Tier 3 term, draw a diagram that illustrates the concept and write a sentence using the 
term in a computing context. Protocol stack diagrams, DFD sketches, backup type comparisons — all 
reward this approach. The brain encodes images and stories far more durably than abstract 
definitions. 
 

4. Self-quizzing out loud 

Close the booklet. Speak the definition aloud in your own words, in full sentences, without notes. 
Check. If you can explain a term confidently to an imaginary audience, you own it. This is the direct 
precursor to writing it correctly in the examination. 
 

5. Use the word in writing 

After each topic section, write a paragraph of 100–150 words using as many of the new terms as you 
can in a correct computing context. Bring it to your teacher for feedback. A word used correctly in a 
sentence is a word you own. 
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Tier Markers — Expected and Aspirational 
Every word in this booklet is marked in the Tier column with one of two letters: 

 

E — Expected  Every student on F161 should 
know, spell and use these words by the end of 
the relevant topic. They are the minimum 
entitlement for examination success. 

A — Aspirational  Stretch vocabulary for 
students targeting the top mark band. Used 
accurately in extended writing, these terms are 
consistently rewarded by OCR examiners. 

 
Every student — without exception — is expected to learn the Expected vocabulary. The Aspirational 
vocabulary is how stronger candidates distinguish themselves in 'compare', 'evaluate' and 'justify' 
questions. Used accurately, these terms reliably move work into the top mark band. 
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Topic 1 — Application Platforms, Devices and Storage 
Vocabulary of application platforms (AR, VR, MR, websites, games), device types, on-site storage (file 
server, NAS, SAN, SSD, portable) and cloud storage (public, private, hybrid, community; file, object, 
block and elastic storage types). 
 

Tier 2 — Academic Vocabulary 

Analytical language used across Level 3 qualifications. 
 

Word Type Definition Use in F161 Computing Tier 

classify verb To arrange items into groups according 
to shared characteristics, using stated 
criteria. 

Classify a storage solution as 
on-site or cloud using its 
defining characteristics. 

E 

identify verb To name or pick out a specific item, 
feature or piece of information from a 
given source. 

Identify the most appropriate 
device type for a given 
application scenario. 

E 

compare verb To identify similarities and differences 
between two or more options, reaching 
a reasoned conclusion. 

Compare the advantages and 
disadvantages of NAS and SAN 
storage. 

E 

justify verb To give reasons that explain and support 
a decision or recommendation in the 
context of a specific scenario. 

Justify the selection of cloud 
storage for a business with 
distributed remote workers. 

E 

evaluate verb To weigh up the relative merits of 
options and reach a supported 
judgement. 

Evaluate the suitability of AR 
for a medical training 
application. 

E 

appropriate adjective Suitable for the particular context, 
constraints and requirements described 
in a scenario. 

Students select the most 
appropriate storage solution 
for the given business context. 

E 

advantage noun A favourable feature that makes 
something more suitable or effective. 

One advantage of cloud 
storage is access from any 
location with an internet 
connection. 

E 

disadvantage noun An unfavourable feature that may limit 
suitability or effectiveness. 

A disadvantage of public cloud 
is reduced control over data 
security. 

E 

characteristic noun A defining feature or quality that 
distinguishes one item from another. 

The key characteristics of a 
SAN include high-speed block-
level access. 

E 

scenario noun A described situation or context used to 
frame a problem or a decision-making 
task. 

The examination presents a 
business scenario and requires 
students to recommend a 
storage solution. 

E 
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Word Type Definition Use in F161 Computing Tier 

scalability noun The ability of a system or storage 
solution to grow in capacity or capability 
to meet increasing demand. 

Scalability is a key advantage 
of elastic cloud storage for 
rapidly growing businesses. 

A 

infrastructure noun The physical and virtual components — 
hardware, networks and services — that 
underpin computing systems. 

On-site infrastructure gives an 
organisation direct control over 
its hardware. 

A 

 

Tier 3 — Subject-Specific Vocabulary 

The technical language of computing professionals. 
 

Word Type Definition Use in F161 Computing Tier 

AR 
(Augmented 
Reality) 

noun A platform that overlays digital 
information, images or objects onto the 
user's view of the real world using a 
device camera. 

AR is used in medical training 
to overlay anatomical 
information onto physical 
models. 

E 

VR (Virtual 
Reality) 

noun A platform that immerses the user in a 
fully computer-generated environment, 
replacing their physical surroundings. 

VR is used in flight simulators 
and architectural walkthroughs 
where full immersion is 
required. 

E 

MR (Mixed 
Reality) 

noun A platform that combines real and 
virtual elements, allowing digital objects 
to interact with the physical 
environment in real time. 

MR is used in engineering 
maintenance, enabling 
technicians to see digital 
overlays on physical 
machinery. 

E 

e-commerce 
website 

noun A web platform designed to facilitate 
the buying and selling of goods or 
services online. 

An e-commerce platform must 
be secure, reliable and handle 
high volumes of concurrent 
transactions. 

E 

wearable 
device 

noun A computing device designed to be worn 
on the body, such as a smartwatch or 
fitness tracker. 

Wearable devices typically 
have limited processing power 
and battery life. 

E 

haptic device noun A device that uses touch or force 
feedback to simulate physical sensations 
during interaction. 

Haptic devices are used in VR 
applications and surgical 
training simulations. 

E 

server noun A powerful computer that provides 
services, data or resources to other 
devices (clients) on a network. 

A server is appropriate for 
applications requiring 
centralised data access across 
a large organisation. 

E 

file server noun On-site storage that provides centralised 
file storage and access to users on a 
local network. 

A file server is appropriate for 
organisations that need 
centralised control and fast 
local access. 

E 
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Word Type Definition Use in F161 Computing Tier 

NAS (Network 
Attached 
Storage) 

noun A dedicated storage device connected to 
a network, allowing multiple users to 
access shared files using standard file-
level protocols. 

NAS is cost-effective and 
simple to manage for small-to-
medium businesses. E 

SAN (Storage 
Area 
Network) 

noun A high-speed network of storage devices 
that provides block-level storage to 
servers, typically used in enterprise 
environments requiring very high 
performance. 

A SAN is appropriate for high-
performance database 
applications requiring fast 
block-level access. 

E 

SSD (Solid 
State Drive) 

noun A storage device that uses flash memory 
rather than spinning disks, offering 
faster access speeds and greater 
durability. 

SSDs are appropriate in laptops 
and servers where speed and 
reliability are priorities. E 

portable 
storage 

noun Removable physical storage devices 
(USB drives, external drives) that can be 
transported and connected to different 
devices. 

Portable storage is appropriate 
for transferring small volumes 
of data between locations. E 

public cloud noun Cloud storage provided by a third-party 
provider over the internet, available to 
any organisation on a pay-per-use basis. 

Public cloud is cost-effective 
and highly scalable but involves 
surrendering control over 
physical hardware. 

E 

private cloud noun Cloud storage hosted on infrastructure 
owned and managed by the 
organisation itself, accessible only to 
that organisation. 

A private cloud gives an 
organisation full control over 
security and compliance. E 

hybrid cloud noun A storage model combining public and 
private cloud, allowing organisations to 
keep sensitive data on private 
infrastructure while using public cloud 
for less-critical workloads. 

A hybrid cloud is appropriate 
for organisations with mixed 
sensitivity data requirements. E 

community 
cloud 

noun Cloud infrastructure shared by a group 
of organisations with common 
requirements — such as government 
bodies or healthcare providers. 

A community cloud allows NHS 
trusts to share infrastructure 
while maintaining data 
governance. 

A 

object 
storage 

noun A cloud storage type that stores data as 
discrete objects with associated 
metadata, suitable for large volumes of 
unstructured data. 

Object storage is used for 
storing large volumes of 
images, videos and backups. A 

block storage noun A cloud storage type that stores data in 
fixed-size blocks, typically used for 
databases and applications requiring 
low-latency access. 

Block storage is appropriate for 
applications requiring direct, 
high-speed access to raw data. A 

elastic/scalabl
e storage 

noun Cloud storage that automatically scales 
capacity up or down to match demand, 
typically billed per unit of storage used. 

Elastic storage is appropriate 
for applications with highly 
variable storage requirements. 

A 

 



Carshalton Boys Sports College  |  Computing  |  Vocabulary  |  Developing Application Software  |  2026–27 

Topic 2 — Data Formats, Flow and States 
Vocabulary of data encoding formats (ASCII, Unicode, CSV, JSON, XML, fixed-width), data types 
(Boolean, character, integer, real, string), the black-box data flow model and data states (at rest, in 
transit, in use). 
 

Tier 2 — Academic Vocabulary 

Analytical language used across Level 3 qualifications. 
 

Word Type Definition Use in F161 Computing Tier 

encode verb To convert data into a specific format 
for storage or transmission. 

Text data must be encoded 
using ASCII or Unicode before it 
can be stored or transmitted. 

E 

represent verb To express data in a particular form so it 
can be processed or communicated. 

Boolean data represents a 
binary state — true or false, on 
or off. 

E 

structured adjective Organised according to a defined 
schema or format that separates 
individual data elements. 

CSV and fixed-width formats 
produce structured data with 
clearly defined fields. 

E 

interpret verb To make sense of data in a given format 
by applying its rules or schema. 

An application must correctly 
interpret a JSON object to 
extract the required data 
values. 

E 

flow noun The movement or transfer of data 
between components — inputs, 
processes, stores and outputs — in a 
system. 

A DFD models the flow of data 
through an application system. E 

state noun A condition in which data exists at a 
given moment — at rest, in transit or in 
use. 

Each data state carries distinct 
security implications for 
encryption and access control. 

E 

schema noun A formal definition of the structure, 
format and constraints of a dataset or 
database. 

An XML schema defines the 
elements and attributes that a 
valid XML document may 
contain. 

A 

hierarchical adjective Organised in a tree-like structure with 
parent-child relationships between 
elements. 

XML and JSON use hierarchical 
structures to represent nested 
data. 

A 

 

Tier 3 — Subject-Specific Vocabulary 

The technical language of computing professionals. 
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Word Type Definition Use in F161 Computing Tier 

ASCII noun American Standard Code for Information 
Interchange — a 7-bit character 
encoding standard representing 128 
characters, including letters, digits and 
control characters. 

ASCII is suitable for encoding 
English-language text in simple 
data exchange files. E 

Unicode noun An international character encoding 
standard that supports over 140,000 
characters from most of the world's 
writing systems using variable-width 
encoding (UTF-8, UTF-16, UTF-32). 

Unicode is required for 
applications that must handle 
multilingual text or emoji. E 

CSV (Comma-
Separated 
Values) 

noun A plain-text data format in which each 
record is on a new line and fields are 
separated by commas. 

CSV is widely used for 
importing and exporting 
tabular data between 
applications. 

E 

JSON 
(JavaScript 
Object 
Notation) 

noun A lightweight, human-readable data 
interchange format that stores data as 
key-value pairs and arrays using a 
hierarchical structure. 

JSON is the standard format for 
data exchange in REST API 
responses. E 

XML 
(eXtensible 
Markup 
Language) 

noun A text-based data format that uses user-
defined tags to encode data in a 
hierarchical, self-describing structure. 

XML is used in legacy 
enterprise systems and SOAP 
API responses. E 

fixed-width 
format 

noun A data format in which each field 
occupies a predetermined number of 
characters, with no delimiter between 
fields. 

Fixed-width format is used in 
legacy financial and 
government data systems. E 

Boolean noun A data type representing one of only 
two values: true or false (or 
equivalently, 1 or 0). 

A Boolean value is used to 
represent a yes/no condition, 
such as whether a user account 
is active. 

E 

integer noun A data type representing a whole 
number (positive, negative or zero) with 
no decimal component. 

An integer stores a quantity 
such as a user's age or a stock 
count. 

E 

real (float) noun A data type representing a number with 
a decimal component. 

A real number is used to store 
a price or a measurement 
requiring decimal precision. 

E 

string noun A data type representing a sequence of 
characters — letters, digits, symbols — 
treated as text. 

A string stores values such as a 
username, email address or 
product description. 

E 

character noun A data type representing a single letter, 
digit or symbol. 

A single character might store 
a gender code or a grade 
letter. 

E 

black-box 
DFD 

noun A simplified data flow diagram that 
models a system as a single process with 
defined inputs, outputs and data stores, 
without showing internal processing 
detail. 

A black-box DFD models how 
data enters, is stored and 
leaves a system. E 
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Word Type Definition Use in F161 Computing Tier 

data at rest noun Data that is stored on a device or server 
and not currently being transmitted or 
processed. 

Data at rest should be 
encrypted to protect it if 
storage media is stolen. 

E 

data in transit noun Data that is actively being transmitted 
between devices, applications or 
networks. 

Data in transit is vulnerable to 
interception and should be 
encrypted using TLS/HTTPS. 

E 

data in use noun Data that is currently being processed by 
an application in memory. 

Data in use is the most difficult 
state to encrypt because it 
must be in plaintext to be 
processed. 

E 
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Topic 3 — APIs and Protocols 
Vocabulary of API types (public, private, partner, composite, internal) and architectures (REST, SOAP, 
RPC), and the TCP/IP protocol stack (HTTP, TCP, IP, UDP, FTP, SMTP, POP, SNMP, ICMP). 

 

Tier 2 — Academic Vocabulary 

Analytical language used across Level 3 qualifications. 
 

Word Type Definition Use in F161 Computing Tier 

interface noun A defined boundary through which two 
systems or components exchange 
information according to agreed rules. 

An API is an interface through 
which one application can 
access the services of another. 

E 

protocol noun A set of rules governing how data is 
formatted, transmitted and received 
between communicating systems. 

HTTP is the protocol that 
governs communication 
between web clients and 
servers. 

E 

request noun A message sent from a client to a server 
asking for data or a service. 

A client sends an HTTP GET 
request to retrieve data from a 
web server. 

E 

response noun The reply sent by a server to a client in 
reply to a request. 

A REST API returns a JSON 
response to a valid client 
request. 

E 

architecture noun The high-level structural design of a 
system — how its components are 
organised and how they interact. 

The architecture of an API 
(REST, SOAP or RPC) 
determines how it 
communicates and what data 
formats it uses. 

E 

stateless adjective Describing a communication model in 
which each request is independent and 
the server stores no information about 
previous requests. 

REST is a stateless architecture 
— each request must contain 
all information needed to 
process it. 

E 

overhead noun The additional processing or data 
volume required by a protocol or format 
beyond the core payload. 

SOAP has more overhead than 
REST because it uses verbose 
XML envelopes. 

A 

interoperabili
ty 

noun The ability of different systems or 
applications to communicate and work 
together regardless of their underlying 
technology. 

SOAP is designed for 
interoperability between 
enterprise systems from 
different vendors. 

A 

 

Tier 3 — Subject-Specific Vocabulary 

The technical language of computing professionals. 
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Word Type Definition Use in F161 Computing Tier 

API 
(Application 
Programming 
Interface) 

noun A set of defined rules and endpoints 
that allows one application to access the 
services or data of another. 

A weather app uses a public 
API to retrieve forecast data 
from a meteorological service. E 

public API noun An API that is openly available to 
external developers, with minimal or no 
authentication required. 

A public API allows any 
developer to integrate the 
service into their own 
application. 

E 

private API noun An API that is available only to 
developers within the same 
organisation. 

A private API connects internal 
systems without exposing data 
to external parties. 

E 

partner API noun An API that is available to specific 
external partners, controlled through 
authentication and agreements. 

A partner API allows a retailer's 
logistics partner to access 
order data securely. 

E 

composite 
API 

noun An API that combines data or services 
from multiple endpoints into a single 
call. 

A composite API reduces the 
number of requests a client 
must make to build a complex 
response. 

E 

internal API noun An API used for communication 
between microservices or components 
within a single application system. 

An internal API connects the 
front end and back end of a 
web application. 

E 

REST 
(Representati
onal State 
Transfer) 

noun An API architectural style that uses 
standard HTTP methods (GET, POST, 
PUT, DELETE) and returns data typically 
in JSON format; stateless and 
lightweight. 

REST is the most widely used 
API architecture for modern 
web and mobile applications. E 

SOAP (Simple 
Object Access 
Protocol) 

noun A protocol-based API architecture that 
uses XML messages and a strict 
envelope structure; preferred in 
enterprise and financial systems 
requiring formal contracts. 

SOAP is used in banking 
systems where formal contract 
enforcement and built-in 
security are required. 

E 

RPC (Remote 
Procedure 
Call) 

noun An API architecture in which a client 
application calls a function or procedure 
on a remote server as if it were a local 
call. 

RPC is used where performance 
and function-level control are 
more important than resource-
based access. 

E 

HTTP 
(HyperText 
Transfer 
Protocol) 

noun The application-layer protocol used to 
transfer web content between clients 
and servers; the foundation of data 
communication on the web. 

HTTP GET requests retrieve 
resources; POST requests send 
data to a server. E 

TCP 
(Transmission 
Control 
Protocol) 

noun A transport-layer protocol that provides 
reliable, ordered and error-checked 
delivery of data between applications. 

TCP is used for web browsing 
and email where reliable 
delivery is essential. E 

IP (Internet 
Protocol) 

noun A network-layer protocol that provides 
addressing and routing of data packets 
across interconnected networks. 

IP assigns logical addresses to 
devices, enabling data to be 
routed across the internet. 

E 
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Word Type Definition Use in F161 Computing Tier 

UDP (User 
Datagram 
Protocol) 

noun A transport-layer protocol that provides 
fast, connectionless data transmission 
without guaranteed delivery or error 
correction. 

UDP is used in video streaming 
and online gaming where 
speed is more important than 
reliability. 

E 

FTP (File 
Transfer 
Protocol) 

noun An application-layer protocol for 
transferring files between a client and 
server. 

FTP is used by developers to 
upload files to a web server. E 

SMTP (Simple 
Mail Transfer 
Protocol) 

noun An application-layer protocol used to 
send email messages from a client to a 
mail server. 

SMTP handles the sending of 
email; POP or IMAP handles 
retrieval. 

E 

POP (Post 
Office 
Protocol) 

noun An application-layer protocol for 
retrieving email from a mail server; 
downloads messages to the client and 
typically removes them from the server. 

POP is appropriate where a 
single-device email experience 
is acceptable. E 

SNMP (Simple 
Network 
Management 
Protocol) 

noun An application-layer protocol used to 
monitor and manage devices on a 
network. 

SNMP allows a network 
administrator to monitor 
server performance and 
network device status. 

E 

ICMP 
(Internet 
Control 
Message 
Protocol) 

noun A network-layer protocol used by 
devices to send error messages and 
diagnostic information — notably used 
by the ping command. 

ICMP is used to test network 
connectivity and report 
unreachable hosts. E 

TCP/IP four-
layer model 

noun A conceptual model of network 
communication with four layers: 
application, transport, 
internet/network, and network access, 
each responsible for different aspects of 
data transmission. 

The TCP/IP model describes 
how data is encapsulated as it 
passes from application to 
physical transmission. A 
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Topic 4 — Security Considerations 
Vocabulary of security threats (malware, DDoS, botnets, hacking, outdated systems) and physical 
and digital mitigations (biometrics, RFID, access rights, 2FA, firewalls, encryption, backup, anti-
malware). 
 

Tier 2 — Academic Vocabulary 

Analytical language used across Level 3 qualifications. 
 

Word Type Definition Use in F161 Computing Tier 

threat noun A potential cause of harm to a system, 
application or its data. 

Students must identify the 
threat each security mitigation 
is designed to counter. 

E 

mitigation noun An action or measure taken to reduce 
the likelihood or impact of a threat. 

A firewall is a digital mitigation 
against unauthorised access. E 

vulnerability noun A weakness in a system, application or 
process that a threat actor could exploit. 

Outdated software creates 
vulnerabilities that attackers 
can exploit. 

E 

authenticatio
n 

noun The process of verifying that a user or 
system is who or what it claims to be. 

Two-factor authentication adds 
a second layer of identity 
verification beyond a 
password. 

E 

authorisation noun The process of determining what an 
authenticated user is permitted to 
access or do. 

Access rights authorise users to 
read, write or delete specific 
data. 

E 

encrypt verb To transform data into an unreadable 
form using an algorithm and key, so that 
only authorised parties can decrypt and 
read it. 

Developers must encrypt data 
at rest and in transit to comply 
with GDPR. E 

mitigate verb To reduce the severity or likelihood of a 
risk. 

2FA mitigates the risk of 
account compromise from 
stolen passwords. 

E 

physical 
security 

noun Measures that protect hardware, 
infrastructure and premises from 
unauthorised physical access. 

Cable locks, swipe cards and 
RFID systems are all physical 
security mitigations. 

E 

digital 
security 

noun Measures that protect software, data 
and networks from unauthorised access, 
misuse or attack. 

Firewalls, anti-malware and 
encryption are all digital 
security mitigations. 

E 

compliance noun The act of meeting the requirements set 
by a law, regulation or policy. 

GDPR compliance requires 
developers to encrypt personal 
data and implement 
appropriate access controls. 

A 
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Tier 3 — Subject-Specific Vocabulary 

The technical language of computing professionals. 
 

Word Type Definition Use in F161 Computing Tier 

malware noun Malicious software designed to damage, 
disrupt or gain unauthorised access to 
computer systems, including viruses, 
ransomware, spyware and Trojans. 

Anti-malware software detects 
and removes malicious code 
before it can execute. E 

DDoS 
(Distributed 
Denial of 
Service) 

noun An attack in which a large number of 
compromised devices (a botnet) flood a 
target server with traffic, making it 
unavailable to legitimate users. 

A DDoS attack can be 
mitigated by traffic filtering, 
rate limiting and cloud-based 
DDoS protection. 

E 

botnet noun A network of internet-connected 
devices infected with malware and 
controlled remotely by an attacker, used 
to conduct DDoS attacks, send spam or 
mine cryptocurrency. 

A botnet is the mechanism 
through which most large-scale 
DDoS attacks are launched. E 

hacking noun Unauthorised access to a computer 
system or network, typically to steal 
data, install malware or cause 
disruption. 

Access rights and 2FA reduce 
the risk of hacking by limiting 
what an attacker can do even 
with stolen credentials. 

E 

malicious 
spam 

noun Unsolicited email containing malicious 
links, attachments or social engineering 
content designed to trick recipients into 
compromising their system. 

Email filtering software 
reduces the risk from malicious 
spam. E 

outdated 
system 

noun Hardware, software or firmware that is 
no longer supported by its vendor with 
security patches and updates, leaving it 
exposed to known vulnerabilities. 

Outdated firmware is a 
significant threat because 
known vulnerabilities remain 
unpatched. 

E 

biometrics noun Physical or behavioural characteristics 
— such as fingerprints, iris patterns or 
facial recognition — used for identity 
verification. 

Biometric authentication is 
used to secure access to mobile 
devices and high-security 
facilities. 

E 

swipe card noun A physical access card that uses a 
magnetic stripe or RFID chip to 
authenticate a user and permit entry to 
a restricted area. 

Swipe cards restrict physical 
access to server rooms. E 

RFID (Radio 
Frequency 
Identification) 

noun A physical security technology that uses 
radio waves to identify and authenticate 
access cards, tags or devices. 

RFID access systems log entry 
and exit events automatically. E 

access rights noun Permissions granted to individual users 
or groups that define what data, files or 
system functions they can read, write or 
execute. 

Principle of least privilege 
dictates that access rights 
should be limited to what each 
user role requires. 

E 
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2FA (Two-
Factor 
Authenticatio
n) 

noun An authentication method requiring 
users to provide two separate 
verification factors — typically a 
password plus a one-time code sent to a 
device. 

2FA mitigates the risk of 
account compromise even if a 
password is stolen. E 

firewall noun A hardware or software security system 
that monitors and controls incoming and 
outgoing network traffic based on 
predefined rules. 

A hardware firewall protects 
an entire network; a software 
firewall protects an individual 
device. 

E 

encryption (at 
rest) 

noun The application of encryption algorithms 
to data stored on a device or server, so 
it cannot be read if the storage media is 
accessed without authorisation. 

Encrypting data at rest is a 
GDPR obligation for personal 
data stored on company 
servers. 

E 

encryption (in 
transit) 

noun The encryption of data as it is 
transmitted between devices or 
systems, preventing interception. 

HTTPS encrypts data in transit 
between a web client and 
server using TLS. 

E 

backup noun A copy of data made at a defined point 
in time and stored separately from the 
primary data, used for recovery in the 
event of data loss. 

A backup strategy is both a 
security mitigation and a GDPR 
compliance requirement. E 

anti-malware 
software 

noun Software that detects, quarantines and 
removes malicious software from a 
device or network. 

Anti-malware should be 
updated regularly to recognise 
the latest threat signatures. 

E 

cryptography noun The practice of securing information by 
transforming it into an unreadable form 
using mathematical algorithms and keys. 

Modern web security relies on 
cryptography for HTTPS, digital 
signatures and password 
hashing. 

A 
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Topic 5 — Testing, Installation and Policies 
Vocabulary of test plan construction (normal, extreme, erroneous data), technical and user testing, 
installation types (clean, upgrade, ghost, network, remote, cloud), and policy frameworks (AUP, 
backup policies, codes of practice). 
 

Tier 2 — Academic Vocabulary 

Analytical language used across Level 3 qualifications. 
 

Word Type Definition Use in F161 Computing Tier 

test verb To systematically check that a system 
behaves as expected under defined 
conditions. 

Students must test an 
application using normal, 
extreme and erroneous data. 

E 

validate verb To confirm that a system meets the 
client's requirements and expectations. 

User testing validates that the 
application meets the needs of 
its intended audience. 

E 

systematic adjective Following a structured, methodical 
approach that covers all defined cases. 

A systematic test plan ensures 
all input types and boundary 
conditions are tested. 

E 

procedure noun A defined sequence of steps used to 
carry out a task consistently. 

Each test case in a test plan 
specifies the procedure the 
tester must follow. 

E 

expected adjective Describing the result that a correctly 
functioning system should produce for a 
given input. 

The expected result in a test 
plan is derived from the 
requirements specification. 

E 

remedial adjective Intended to correct or fix a problem 
identified during testing. 

Remedial action is recorded in 
the test plan when the actual 
result does not match the 
expected result. 

E 

iteration noun A cycle of testing, reviewing and 
correcting that is repeated until the 
system meets requirements. 

Iterative testing continues until 
all test cases pass and no 
remedial action is outstanding. 

E 

policy noun A formal document that sets out rules, 
procedures and expectations for a 
defined area of activity. 

An AUP is a policy governing 
acceptable use of an 
organisation's IT resources. 

E 

compliance noun Adherence to the requirements of a law, 
regulation, standard or policy. 

GDPR compliance requires 
organisations to implement 
appropriate backup policies. 

A 

 

Tier 3 — Subject-Specific Vocabulary 

The technical language of computing professionals. 
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test plan noun A structured document specifying the 
tests to be performed on a system, 
including test number, type, description, 
purpose, procedure, test data, expected 
result, actual result and remedial action. 

A complete test plan 
demonstrates that all system 
requirements have been 
verified. 

E 

normal test 
data 

noun Test data that falls within the expected 
acceptable range for an input field. 

Normal test data verifies that 
the system handles valid, 
everyday inputs correctly. 

E 

extreme test 
data 

noun Test data at the boundary of the valid 
range — the largest or smallest 
acceptable value. 

Extreme test data checks that 
boundary values are accepted 
or rejected as the specification 
requires. 

E 

erroneous 
test data 

noun Test data that falls outside the valid 
range or is of the wrong type, designed 
to test how the system handles invalid 
input. 

Erroneous test data verifies 
that the system produces 
appropriate error messages for 
invalid input. 

E 

technical 
testing 

noun Testing conducted by developers or QA 
analysts using structured test plans to 
verify that a system meets its functional 
and technical requirements. 

Technical testing uses normal, 
extreme and erroneous data to 
verify each functional 
requirement. 

E 

user testing noun Testing conducted by target users or 
clients to verify that a system meets 
their requirements and is usable in 
practice. 

User testing reveals usability 
issues that are not identified by 
technical testing alone. E 

clean install noun An installation method in which the 
target system is wiped before the new 
software is installed, resulting in no 
legacy files or settings. 

A clean install is used when 
upgrading to a new OS to avoid 
compatibility issues. E 

upgrade 
install 

noun An installation method in which new 
software replaces an existing version on 
the same device, preserving settings and 
user data where possible. 

An upgrade install minimises 
disruption by retaining existing 
configurations. E 

ghost/image 
install 

noun An installation method in which a pre-
configured disk image is deployed to 
one or many devices simultaneously, 
ensuring consistency. 

Ghost install is appropriate for 
deploying a standard 
configuration to a large 
number of machines. 

E 

network 
install 

noun An installation method in which 
software is distributed and installed 
over a network from a central server. 

A network install allows an IT 
administrator to deploy 
software to all machines 
without physical media. 

E 

remote install noun An installation method in which 
software is installed on a remote device 
by an administrator without physical 
presence. 

Remote install is used to deploy 
software to geographically 
distributed devices. E 

cloud 
download/ins
tall 

noun An installation method in which 
software is downloaded directly from 

Cloud download install is 
appropriate for consumer E 
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the internet or a cloud service to the 
end device. 

applications distributed via app 
stores. 

AUP 
(Acceptable 
Use Policy) 

noun A formal policy document that defines 
the permitted and prohibited uses of an 
organisation's IT systems and network. 

An AUP sets out the rules for 
using the organisation's 
internet connection and 
software. 

E 

backup policy noun A formal document specifying the 
schedule, type, retention and storage 
location of data backups. 

A backup policy defines 
whether full, incremental or 
differential backups are 
performed and how often. 

E 

full backup noun A backup type in which a complete copy 
of all selected data is made at each 
backup cycle. 

A full backup is the most 
comprehensive but takes the 
longest time and most storage 
space. 

E 

incremental 
backup 

noun A backup type in which only data 
changed since the last backup (full or 
incremental) is copied. 

Incremental backup is faster 
than full backup but requires 
the full backup and all 
incrementals to restore. 

E 

differential 
backup 

noun A backup type in which all data changed 
since the last full backup is copied. 

Differential backup is faster to 
restore than incremental, 
requiring only the last full and 
last differential. 

A 

code of 
practice 

noun A professional or organisational 
document setting out expected 
standards of behaviour and conduct for 
practitioners. 

Computing professionals follow 
codes of practice defined by 
bodies such as the BCS. E 

 



Carshalton Boys Sports College  |  Computing  |  Vocabulary  |  Developing Application Software  |  2026–27 

Topic 6 — Legal Considerations 
Vocabulary of UK computing legislation: the Computer Misuse Act 1990, the Data Protection Act 
2018 and UK GDPR (including the six principles, ICO and rights), the Freedom of Information Act 
2000, and PECR. 
 

Tier 2 — Academic Vocabulary 

Analytical language used across Level 3 qualifications. 
 

Word Type Definition Use in F161 Computing Tier 

legislation noun Laws enacted by a parliament or 
government that create legal obligations 
and rights. 

F161 covers legislation 
including the Computer Misuse 
Act, the DPA and PECR. 

E 

obligation noun A legal or professional duty that must be 
fulfilled. 

GDPR creates obligations for 
developers regarding the 
handling of personal data. 

E 

compliance noun The state of meeting all requirements 
imposed by a relevant law, regulation or 
policy. 

GDPR compliance requires 
developers to document how 
personal data is processed. 

E 

provision noun A specific clause or requirement within a 
piece of legislation. 

The key provisions of the 
Computer Misuse Act define 
three categories of offence. 

E 

offence noun An act that is prohibited by law, 
potentially resulting in prosecution and 
penalty. 

Unauthorised access to a 
computer system is an offence 
under the Computer Misuse Act 
1990. 

E 

consent noun Freely given, specific, informed and 
unambiguous agreement by an 
individual to the processing of their 
personal data. 

GDPR requires that consent is 
obtained before personal data 
is collected. E 

rights noun Entitlements granted to individuals by 
law — in GDPR, these include the right 
to access, rectify and erase personal 
data. 

The GDPR gives individuals the 
right to request a copy of their 
personal data. E 

enforce verb To ensure that a law or policy is 
observed, and to apply penalties when it 
is not. 

The ICO has the power to 
enforce GDPR compliance and 
issue substantial fines. 

E 

liability noun Legal responsibility for harm caused, 
potentially resulting in civil or criminal 
penalties. 

Developers who fail to 
implement adequate security 
measures may face liability 
under GDPR. 

A 

precedent noun A previous legal case or decision that 
informs how the law is applied in future 
cases. 

The TalkTalk data breach set a 
precedent for ICO enforcement 
action under data protection 
law. 

A 
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Tier 3 — Subject-Specific Vocabulary 

The technical language of computing professionals. 
 

Word Type Definition Use in F161 Computing Tier 

Computer 
Misuse Act 
1990 (CMA) 

noun UK legislation that criminalises 
unauthorised access to computer 
material, unauthorised access with 
intent to commit further offences, and 
unauthorised acts that impair operation 
of a computer. 

The CMA makes it illegal to 
access a computer system 
without permission, even if no 
data is taken. E 

unauthorised 
access 

noun Accessing a computer system or its data 
without the permission of the owner — 
the first and most basic offence under 
the CMA. 

Using another person's login 
credentials to access their 
email is an offence of 
unauthorised access. 

E 

Data 
Protection 
Act 2018 
(DPA) 

noun UK legislation that implements UK GDPR 
into domestic law, setting out how 
personal data must be collected, stored, 
processed and protected. 

The DPA requires organisations 
to register with the ICO if they 
process personal data. E 

UK GDPR noun The UK's post-Brexit version of the EU 
General Data Protection Regulation, 
retained in UK law — the primary 
framework governing the processing of 
personal data. 

UK GDPR requires that 
personal data is collected 
lawfully and only for specified, 
legitimate purposes. 

E 

personal data noun Any information that can identify a living 
individual, directly or indirectly — 
including names, email addresses, IP 
addresses and biometric data. 

Developers must ensure that 
all personal data is processed 
in accordance with the six 
GDPR principles. 

E 

data 
minimisation 

noun A UK GDPR principle requiring that only 
the personal data necessary for the 
stated purpose is collected. 

Data minimisation means a 
registration form should not 
request date of birth if it is not 
needed. 

E 

purpose 
limitation 

noun A UK GDPR principle requiring that 
personal data is collected only for a 
specified purpose and not processed in 
an incompatible way. 

Purpose limitation prevents a 
business from using customer 
contact data for unsolicited 
marketing. 

E 

storage 
limitation 

noun A UK GDPR principle requiring that 
personal data is not kept longer than 
necessary for the purpose for which it 
was collected. 

A storage limitation policy 
defines data retention periods 
for each category of personal 
data. 

E 

ICO 
(Information 
Commissioner
's Office) 

noun The UK's independent authority 
responsible for upholding information 
rights and enforcing data protection 
legislation, including UK GDPR and the 
DPA. 

The ICO can issue fines of up to 
£17.5 million or 4% of global 
annual turnover for serious 
GDPR violations. 

E 
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Freedom of 
Information 
Act 2000 
(FOIA) 

noun UK legislation that gives members of the 
public the right to request access to 
information held by public authorities. 

Under the FOIA, a member of 
the public can request 
information about government 
spending on IT systems. 

E 

PECR (Privacy 
and Electronic 
Communicati
ons 
Regulations) 

noun UK regulations (closely linked to UK 
GDPR) governing the use of electronic 
communications for marketing, and the 
use of cookies and tracking 
technologies. 

PECR requires that websites 
obtain user consent before 
placing non-essential cookies. E 

cookies noun Small files stored on a user's device by a 
website to remember preferences, track 
behaviour or enable functionality. 

Under PECR, users must 
consent to non-essential 
cookies before they are placed. 

E 

data breach noun A security incident in which personal 
data is accessed, disclosed, altered or 
destroyed without authorisation. 

Organisations must report a 
data breach to the ICO within 
72 hours under UK GDPR. 

E 

right to 
erasure 

noun A UK GDPR right allowing individuals to 
request that their personal data is 
deleted when it is no longer necessary 
or has been processed unlawfully. 

A developer must build a right-
to-erasure mechanism into any 
application that processes 
personal data. 

A 
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