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A Note for Parents and Pupils 

This booklet contains the key Tier 2 (academic) and Tier 3 (subject-specific) vocabulary for Year 10 
Computer Science, covering SLRs 1.3–1.6 (Networks, Network Security, Systems Software, and 
Ethical/Legal/Cultural/Environmental Concerns) and SLRs 2.1–2.2 (Algorithms and Programming 
Fundamentals). Knowing these words — not just recognising them, but being able to use them 
accurately and fluently in extended writing — is one of the most important things a pupil can do to 
improve their performance at GCSE. Year 10 is the year in which pupils begin formal preparation for 
the OCR J277 examinations; high marks consistently depend on confident, precise use of subject 
vocabulary. 

Words marked E (Expected) are the core vocabulary that every pupil must know by the end of the 
unit. Words marked A (Aspirational) are stretch vocabulary for pupils targeting greater-depth, 
mastery-level responses and the top grades (7–9). All pupils are encouraged to attempt the A words 
as part of weekly homework. As OCR J277 is a single-tier, linear GCSE, every pupil works towards 
the same vocabulary — the A words are what separate a securing response from a mastery one, 
not a separate tier of paper. 

How to learn vocabulary: Metacognitive strategies 

Research is unambiguous: the most effective ways to learn vocabulary are not simply re-reading the 
list. The strategies below are recommended by cognitive science and are the ones we will support 
pupils to use: 

•  Look–Cover–Write–Check: Look at the word and definition. Cover them up. Write the word and 
definition from memory. Check. Repeat for any you could not recall. 

•  The Leitner System (flashcards): Write the word on one side of a card; definition and example on 
the other. Sort cards into three piles: 'know well' (review weekly), 'know fairly' (review daily), 
'don't know yet' (review every session). Promote and demote cards based on how well you 
remember each one. 

•  Dual coding: Draw a small diagram, sketch or symbol next to each word to create a visual 
memory anchor. This is especially powerful for processes such as packet routing, the protocol 
stack, memory management and the searching and sorting algorithms. 

•  Self-quizzing: Ask a parent, carer or friend to test you using the word list. Take turns explaining 
definitions in your own words. This is significantly more effective than reading alone. 

•  Use in writing: Once you can define a word, try to use it in a sentence about Computer Science. 
Pupils who use Tier 3 vocabulary accurately in extended GCSE answers consistently score in 
the top mark band. 

•  Spaced retrieval: Revisit words at increasing intervals (after 1 day, 3 days, 7 days, 14 days). This 
is the single most effective study habit research has identified for long-term retention — 
particularly important for GCSE, where pupils need to recall vocabulary many months after first 
meeting it. 

Suggested weekly routine 

Spend 15 minutes per night, four to five nights per week, on vocabulary for the current unit and on 
revisiting earlier units. Rotate through the strategies above rather than using only one. By the end of 
each unit, aim to have covered every E word at least five times and every A word at least three 
times. Pupils targeting grades 7–9 should be aiming to use the A words confidently in extended 
writing, including 8-mark levelled responses, well ahead of the Year 11 examinations. 

E Expected — core vocabulary every pupil must learn. 

A Aspirational — stretch vocabulary for greater-depth, mastery-level performance 
(grades 7–9 and beyond). 
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Unit 1.3: Computer Networks, Connections and Protocols — 
Vocabulary 

Word Type Tier E/A Definition Computing Example 

network noun T2 E Two or more computers 
connected together so 
that they can share data, 
hardware and software. 

The school network 
allows every classroom 
computer to access the 
same shared printer. 

LAN noun T3 E A Local Area Network; a 
network that covers a 
small geographical area, 
such as one building or 
site, usually owned by a 
single organisation. 

All the computers in the 
school building are 
connected via the school's 
LAN. 

WAN noun T3 E A Wide Area Network; a 
network that covers a 
large geographical area, 
often connecting multiple 
LANs using infrastructure 
owned by a third party. 

The internet is the largest 
example of a WAN, 
connecting networks 
across the entire world. 

client-server noun T3 E A network model in which 
powerful central 
computers (servers) 
provide services and 
resources to other 
computers (clients) that 
request them. 

A client-server model lets 
the school store all pupils' 
files centrally on one 
secure server. 

peer-to-peer noun T3 E A network model in which 
all connected devices 
have equal status and can 
share resources directly 
with one another, without 
a central server. 

A peer-to-peer network let 
the small design studio 
share files directly 
between its five 
computers. 

router noun T3 E A hardware device that 
forwards data packets 
between different 
networks, directing traffic 
towards its correct 
destination. 

The home router directs 
data between the internet 
service provider and 
every device on the 
household network. 

switch noun T3 E A hardware device that 
connects multiple devices 
on the same LAN and 
forwards data only to the 
specific device it is 
addressed to. 

Adding a switch to the 
office LAN meant data no 
longer had to be sent to 
every device at once. 

NIC noun T3 E A Network Interface 
Controller; the hardware 
component, either built-in 
or added, that allows a 
device to connect to a 
network. 

A laptop needs a working 
NIC, wired or wireless, 
before it can join any 
network. 
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Word Type Tier E/A Definition Computing Example 

wireless access 
point 

noun T3 A A hardware device that 
allows wireless devices to 
connect to a wired 
network using Wi-Fi. 

Installing an extra 
wireless access point in 
the warehouse fixed the 
weak Wi-Fi signal at the 
far end. 

transmission 
media 

noun T3 E The physical or wireless 
pathway, such as copper 
cable, fibre optic cable or 
radio waves, along which 
data travels between 
devices. 

Fibre-optic transmission 
media allowed the office 
to achieve much faster 
data transfer than the old 
copper cabling. 

bandwidth noun T3 E The maximum amount of 
data that can be 
transferred over a network 
connection in a given 
time, usually measured in 
bits per second. 

Streaming several 4K 
videos at once used up so 
much bandwidth that 
other users' connections 
slowed down. 

latency noun T3 A The delay between a data 
signal being sent and 
being received across a 
network. 

High latency made the 
online game feel laggy 
even though the 
download speed itself was 
fast. 

DNS noun T3 E The Domain Name 
System; a service that 
translates human-
readable website domain 
names into the IP 
addresses computers use 
to locate them. 

DNS translated the 
address typed into the 
browser into the 
numerical IP address of 
the school's website 
server. 

hosting noun T3 A Storing the files of a 
website on a server so 
that it can be accessed by 
other devices over the 
internet. 

The small business paid a 
hosting company to keep 
its website's files 
permanently available 
online. 

star topology noun T3 E A network layout in which 
every device connects 
individually to a central 
switch or router, rather 
than to each other. 

In a star topology, a single 
faulty cable only 
disconnects one device 
rather than the whole 
network. 

mesh topology noun T3 E A network layout in which 
devices connect directly 
to several other devices, 
creating multiple possible 
paths for data, increasing 
reliability. 

The internet behaves as a 
partial mesh topology, so 
data can usually find an 
alternative route if one link 
fails. 

Ethernet noun T3 E A common wired standard 
for connecting devices to 
a LAN using cables. 

The desktop computers in 
the server room were 
connected using Ethernet 
cables for a fast, stable 
connection. 
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Word Type Tier E/A Definition Computing Example 

Wi-Fi noun T2 E A wireless technology that 
allows devices to connect 
to a LAN without cables, 
using radio waves. 

Guests connect their 
phones to the café's Wi-Fi 
rather than plugging in an 
Ethernet cable. 

Bluetooth noun T2 E A short-range wireless 
technology used to 
connect nearby devices 
directly to one another, 
such as a phone and a 
speaker. 

He paired his phone with 
the car's stereo using 
Bluetooth before starting 
the journey. 

encryption noun T3 E The process of 
scrambling data using an 
algorithm and a key so 
that it cannot be 
understood if intercepted. 

Encryption on the coffee 
shop's Wi-Fi meant a 
nearby attacker could not 
read the data being sent. 

IP address noun T3 E A unique numerical 
address assigned to a 
device on a network, used 
to identify it and route 
data to it correctly. 

Every device connected 
to the internet is given an 
IP address so data 
packets know where to be 
delivered. 

MAC address noun T3 E A unique, permanent 
identifier built into a 
network device's 
hardware by its 
manufacturer, used to 
identify it on a local 
network. 

Even after changing 
networks, a laptop's MAC 
address stays the same 
because it is set into the 
hardware. 

protocol noun T3 E An agreed set of rules 
that governs how data is 
formatted and transmitted 
between devices, allowing 
different systems to 
communicate. 

HTTP is the protocol that 
governs how a web 
browser requests and 
receives a webpage from 
a server. 

TCP/IP noun T3 A A suite of protocols that 
governs how data is 
broken into packets, 
addressed, transmitted 
and reassembled across 
a network. 

TCP/IP breaks a large file 
into smaller packets, 
sends them across the 
internet, and reassembles 
them at the destination. 

HTTP noun T3 E A protocol used to 
transfer webpages from a 
server to a client's 
browser over the internet. 

Typing a web address into 
the browser sends an 
HTTP request to the 
website's server. 

protocol 
layering 

noun T3 A Organising network 
protocols into separate 
layers, each with its own 
function, so that changes 
to one layer do not require 
changes to the others. 

Protocol layering allows a 
new type of transmission 
medium to be introduced 
without redesigning how 
web pages are requested. 
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Word Type Tier E/A Definition Computing Example 

describe verb T2 E To give an account of the 
main features of 
something, in a logical 
order. 

Pupils were asked to 
describe the difference 
between a LAN and a 
WAN. 
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Unit 1.4: Network Security — Vocabulary 

Word Type Tier E/A Definition Computing Example 

malware noun T3 E Malicious software 
designed to damage, 
disrupt or gain 
unauthorised access to a 
computer system. 

Malware secretly installed 
from an infected 
download began deleting 
the company's files 
overnight. 

virus noun T3 E A type of malware that 
attaches itself to a file or 
program and spreads to 
other systems when that 
file is run or shared. 

The virus spread across 
the office network after an 
infected USB stick was 
plugged into a shared 
computer. 

social 
engineering 

noun T3 E Manipulating people, 
rather than exploiting 
technical weaknesses, to 
gain unauthorised access 
to a system or its data. 

Social engineering was 
used when the attacker 
impersonated an IT 
technician to persuade 
staff to reveal their 
passwords. 

phishing noun T3 E Sending fraudulent 
messages, often by email, 
that appear to come from 
a trustworthy source in 
order to trick people into 
revealing personal 
information. 

The phishing email looked 
like it was from the bank 
and asked the customer 
to confirm their password 
on a fake website. 

brute-force 
attack 

noun T3 E An attack that 
systematically tries every 
possible password or key 
combination until the 
correct one is found. 

A brute-force attack 
eventually guessed the 
short, simple password 
after trying thousands of 
combinations 
automatically. 

denial-of-
service attack 

noun T3 E An attack that floods a 
server with excessive, 
meaningless traffic so that 
it cannot respond to 
legitimate requests. 

The 2016 Dyn denial-of-
service attack 
overwhelmed the 
company's servers and 
took down major websites 
across the internet. 

data 
interception 

noun T3 A Capturing data as it 
travels across a network, 
without authorisation, 
often in order to steal it. 

Data interception on an 
unsecured public Wi-Fi 
network allowed an 
attacker to read the 
customer's unencrypted 
login details. 

SQL injection noun T3 A An attack that inserts 
malicious SQL code into a 
data-entry field to 
manipulate or extract data 
from a database. 

A poorly validated login 
form allowed an SQL 
injection attack to bypass 
the password check 
completely. 

penetration 
testing 

noun T3 A Authorised, simulated 
attacks carried out on a 

The company hired 
ethical hackers to carry 
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Word Type Tier E/A Definition Computing Example 

system to discover and fix 
security weaknesses 
before real attackers can 
exploit them. 

out penetration testing on 
its new online banking 
system. 

anti-malware noun T3 E Software designed to 
detect, block and remove 
malicious software from a 
computer system. 

Anti-malware software 
quarantined the infected 
file before it could 
damage any other data on 
the computer. 

firewall noun T3 E A network security 
system, hardware or 
software, that monitors 
and controls incoming and 
outgoing traffic based on 
a set of rules. 

The firewall blocked the 
suspicious incoming 
connection before it could 
reach any computer on 
the network. 

user access 
levels 

noun T3 E Permissions that restrict 
what different users are 
allowed to see or do on a 
system, limiting damage if 
an account is 
compromised. 

Junior staff were given 
user access levels that let 
them view records but not 
delete them. 

password noun T2 E A secret string of 
characters used to verify 
a user's identity before 
granting access to a 
system. 

A long, complex password 
made the account far 
harder to break into using 
a brute-force attack. 

physical 
security 

noun T3 E Measures that physically 
prevent unauthorised 
people from accessing 
hardware or premises, 
such as locks, ID badges 
and biometrics. 

Physical security in the 
server room included 
keycard entry and CCTV 
to prevent unauthorised 
access to the hardware. 

vulnerability noun T3 E A weakness in a system 
that could potentially be 
exploited by an attacker. 

The outdated software 
contained a known 
vulnerability that had not 
yet been patched. 

threat noun T2 E Anything with the potential 
to cause harm to a 
computer system or its 
data. 

Unpatched software was 
identified as the biggest 
threat to the small 
business's network 
security. 

authentication noun T3 A The process of verifying 
that a user is who they 
claim to be, for example 
using a password or 
biometric data. 

Two-factor authentication 
required both a password 
and a code sent to the 
user's phone. 

white-hat 
hacker 

noun T3 A A person who tests 
systems for vulnerabilities 
with permission, in order 
to improve their security. 

A white-hat hacker was 
employed to legally test 
the bank's website for 
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Word Type Tier E/A Definition Computing Example 

weaknesses before 
launch. 

black-hat 
hacker 

noun T3 A A person who accesses 
computer systems 
illegally, usually to cause 
harm or for personal gain. 

The black-hat hacker sold 
the stolen customer data 
on the dark web. 

explain verb T2 E To give reasons for how 
or why something 
happens, showing a clear 
chain of cause and effect. 

Pupils had to explain how 
a firewall helps to protect 
a network from 
unauthorised access. 
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Unit 1.5: Systems Software — Vocabulary 

Word Type Tier E/A Definition Computing Example 

operating 
system 

noun T3 E Software that manages a 
computer's hardware and 
resources, and provides a 
platform on which 
application software can 
run. 

Windows, macOS and 
Linux are all examples of 
an operating system that 
manages a computer's 
resources. 

user interface noun T3 E The part of an operating 
system through which a 
user interacts with a 
computer, such as a 
desktop, icons and 
menus. 

A graphical user interface 
let the user click on icons 
instead of typing text 
commands. 

memory 
management 

noun T3 E The function of an 
operating system that 
allocates memory to 
programs as they run and 
reclaims it when no 
longer needed. 

Memory management 
allowed the operating 
system to run a browser, 
a word processor and 
music player at the same 
time. 

multitasking noun T3 E The ability of an operating 
system to run several 
programs seemingly at 
the same time by rapidly 
switching the processor 
between them. 

Multitasking let the pupil 
listen to music while 
writing an essay and 
browsing the internet. 

peripheral noun T3 E A hardware device 
connected to a computer 
that is not part of its 
essential core, such as a 
printer, mouse or 
keyboard. 

The operating system had 
to install a new driver 
before the printer, a 
peripheral device, would 
work correctly. 

device driver noun T3 E Software that allows the 
operating system to 
communicate with and 
control a specific piece of 
hardware. 

Without the correct device 
driver installed, the 
operating system could 
not print to the new 
printer. 

user 
management 

noun T3 A The function of an 
operating system that 
creates, manages and 
controls the permissions 
of different user accounts 
on a system. 

User management 
allowed the school's IT 
department to give 
teachers different access 
rights from pupils. 

file 
management 

noun T3 E The function of an 
operating system that 
allows files and folders to 
be created, named, 
stored, moved and 
deleted. 

File management in the 
operating system let the 
user organise their 
coursework into clearly 
labelled folders. 
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Word Type Tier E/A Definition Computing Example 

utility software noun T3 E Software that helps to 
maintain, configure or 
optimise a computer 
system, such as antivirus, 
defragmentation or 
compression tools. 

Utility software such as a 
disk-cleanup tool freed up 
storage space by 
removing temporary files. 

defragmentation noun T3 E Utility software that 
reorganises fragmented 
data on a storage disk so 
related pieces of a file are 
stored closer together, 
improving access speed. 

Running defragmentation 
on the old hard drive 
noticeably reduced how 
long files took to open. 

compression noun T3 E Utility software that 
reduces the size of a file, 
making it quicker to 
transfer or take up less 
storage space. 

Compression reduced the 
size of the video file 
enough to email it as an 
attachment. 

lossy 
compression 

noun T3 A A compression method 
that permanently removes 
some data from a file to 
achieve a smaller file 
size, slightly reducing 
quality. 

Lossy compression made 
the music file much 
smaller, though careful 
listening revealed a small 
loss in audio quality. 

lossless 
compression 

noun T3 A A compression method 
that reduces file size 
without permanently 
removing any data, so the 
original file can be 
perfectly restored. 

Lossless compression 
was used for the 
document so that no text 
or formatting was lost 
when the file was 
reopened. 

roaming profile noun T3 A A user profile stored on a 
server rather than a 
single computer, allowing 
a user's settings and files 
to follow them between 
devices on a network. 

Thanks to her roaming 
profile, she saw the same 
desktop background and 
files on any school 
computer she logged into. 

compare verb T2 E To identify similarities 
and/or differences 
between two or more 
things. 

Pupils were asked to 
compare the purpose of 
defragmentation software 
and compression 
software. 
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Unit 1.6: Ethical, Legal, Cultural and Environmental Concerns 
— Vocabulary 

Word Type Tier E/A Definition Computing Example 

ethical issue noun T2 E A question about whether 
an action involving 
technology is morally right 
or wrong, even if it is 
legal. 

Whether a company 
should sell users' 
browsing data raises an 
ethical issue, even where 
it is technically permitted. 

privacy noun T2 E A person's right to control 
access to their own 
personal data and 
information. 

Concerns about privacy 
grew after the app was 
found to be tracking users' 
locations without clear 
consent. 

legislation noun T2 E Laws passed by a 
governing body that 
regulate behaviour, 
including the use of 
computer systems and 
data. 

UK legislation requires 
organisations to keep 
personal data secure and 
to use it only for its stated 
purpose. 

Data Protection 
Act 2018 

noun T3 E UK legislation that 
controls how personal 
data can be collected, 
stored, used and shared 
by organisations. 

The Data Protection Act 
2018 required the 
company to delete 
customer records it no 
longer had a valid reason 
to keep. 

Computer 
Misuse Act 
1990 

noun T3 E UK legislation that makes 
it a criminal offence to 
access, modify or impair a 
computer system without 
authorisation. 

Guessing a colleague's 
password to read their 
private emails would be 
an offence under the 
Computer Misuse Act 
1990. 

Copyright, 
Designs and 
Patents Act 
1988 

noun T3 E UK legislation that 
protects the intellectual 
property rights of creators, 
making it illegal to copy or 
distribute their work 
without permission. 

Downloading a paid 
computer game for free 
breaches the Copyright, 
Designs and Patents Act 
1988. 

open-source 
software 

noun T3 E Software whose source 
code is made publicly 
available, so that anyone 
can view, use, modify and 
redistribute it, usually for 
free. 

Because it is open-source 
software, programmers 
around the world could 
suggest improvements to 
the operating system's 
code. 

proprietary 
software 

noun T3 E Software owned by an 
individual or company that 
restricts access to its 
source code and controls 
how it may be copied or 
used. 

Proprietary software such 
as a paid design package 
cannot legally be copied 
or modified without the 
owner's permission. 
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Word Type Tier E/A Definition Computing Example 

digital divide noun T3 E The gap between people 
who have easy access to 
computers and the 
internet and those who do 
not. 

The digital divide meant 
that some pupils struggled 
to complete online 
homework without reliable 
internet access at home. 

stakeholder noun T2 A A person or group 
affected by, or with an 
interest in, a decision, 
technology or 
organisation. 

Employees, customers 
and shareholders were all 
identified as stakeholders 
affected by the company's 
new data policy. 

e-waste noun T3 A Discarded electronic 
devices and equipment, 
which can release harmful 
substances if not 
disposed of responsibly. 

Improperly dumped e-
waste released toxic 
chemicals from old circuit 
boards into the local soil 
and water. 

globalisation noun T2 A The increasing 
interconnection of the 
world's economies, 
cultures and populations, 
driven partly by digital 
technology. 

Globalisation allowed the 
small UK company to sell 
its software to customers 
on almost every continent. 

environmental 
impact 

noun T2 E The effect that 
manufacturing, using and 
disposing of technology 
has on the natural world. 

The environmental impact 
of constant hardware 
upgrades includes the 
energy used in 
manufacturing and the 
waste created by 
disposal. 

cultural impact noun T2 E The effect that technology 
has on the shared 
behaviours, values and 
everyday lives of a 
society. 

Smartphones have had a 
significant cultural impact 
on how people 
communicate and access 
information. 

software piracy noun T3 E Copying, distributing or 
using software illegally, 
without the permission of 
its copyright owner. 

Software piracy of the 
expensive design 
package cost the 
developer significant lost 
revenue. 

data harvesting noun T3 A The large-scale collection 
of personal data, often 
without a user's full 
awareness, typically for 
commercial use. 

Data harvesting by the 
free app allowed 
advertisers to build a 
detailed profile of each 
user's habits. 

discuss verb T2 E To explore an issue from 
more than one 
perspective, weighing 
evidence, before reaching 
a substantiated, balanced 
conclusion. 

Pupils were asked to 
discuss the impact of a 
named technology on its 
stakeholders. 
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Unit 2.2: Programming Fundamentals — Vocabulary 

Word Type Tier E/A Definition Computing Example 

variable noun T2 E A named location in 
memory used to store a 
value that can change 
while a program is 
running. 

The variable score started 
at 0 and increased by 10 
each time the player 
found a coin. 

constant noun T2 E A named location in 
memory used to store a 
value that stays the same 
throughout the running of 
a program. 

The constant PI was set 
once at the start of the 
program and never 
changed. 

sequence noun T3 E A programming construct 
in which instructions are 
executed one after 
another, in the order they 
are written. 

The program used 
sequence to first ask for a 
name, then greet the 
user, then display the 
menu. 

selection noun T3 E A programming construct 
that uses a condition, 
typically an IF statement, 
to decide which of two or 
more paths a program 
should follow. 

Selection was used to 
display a discount 
message only if the 
customer's basket total 
was above £50. 

iteration noun T3 E A programming construct 
that repeats a set of 
instructions, either a fixed 
number of times or until a 
condition is met. 

Iteration was used to print 
each of the ten highest 
scores in the leaderboard 
one after another. 

operator noun T2 E A symbol in a program 
that performs a specific 
action on one or more 
values, such as addition 
or comparison. 

The + operator was used 
to add the player's new 
score to their existing 
total. 

Boolean 
operator 

noun T3 E An operator, such as 
AND, OR or NOT, that 
combines or inverts 
true/false conditions in a 
program. 

The Boolean operator 
AND was used to check 
that both the username 
and password were 
entered correctly. 

comparison 
operator 

noun T3 A An operator, such as == 
or >, that compares two 
values and returns a true 
or false result. 

The comparison operator 
> was used to check 
whether the player's score 
was greater than the 
current high score. 

data type noun T3 E A classification that tells a 
program what kind of 
value a piece of data 
holds, such as integer, 
real, Boolean, character 
or string. 

The variable age was 
given the integer data 
type because it would 
only ever store whole 
numbers. 
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Word Type Tier E/A Definition Computing Example 

casting noun T3 E Converting a value from 
one data type to another, 
for example changing a 
string of digits into an 
integer. 

Casting the user's text 
input to an integer allowed 
the program to perform a 
calculation with the 
number entered. 

string 
manipulation 

noun T3 E Techniques used to 
process and alter text 
data, such as finding its 
length, joining strings 
together or extracting part 
of a string. 

String manipulation was 
used to extract just the 
first three letters of the 
customer's surname for 
their reference code. 

concatenation noun T3 A Joining two or more 
strings together to form a 
single new string. 

Concatenation combined 
the variables firstName 
and lastName to display 
the customer's full name. 

file handling noun T3 E Programming techniques 
used to open, read from, 
write to and close external 
files. 

File handling allowed the 
program to save the 
player's high score to a 
file so it was remembered 
after closing. 

record noun T3 E A single, complete set of 
related data items, 
typically representing one 
entry in a file or database, 
such as one pupil's 
details. 

Each record in the 
database stored one 
pupil's name, form group 
and attendance 
percentage. 

SQL noun T3 E Structured Query 
Language; a language 
used to create, search, 
update and manage data 
held in a database. 

SQL was used to select 
every pupil record where 
the year group was equal 
to 10. 

array noun T3 E A single data structure 
that stores multiple values 
of the same data type, 
accessed using an index. 

An array called scores 
stored all thirty pupils' test 
results in a single, 
ordered structure. 

sub-program noun T3 E A named, self-contained 
block of code, either a 
procedure or a function, 
that performs a specific 
task and can be reused. 

A sub-program called 
validatePassword was 
written once and then 
called every time a 
password needed 
checking. 

procedure noun T3 E A sub-program that 
performs a task but does 
not return a value to the 
part of the program that 
called it. 

The procedure printMenu 
displayed the game's 
options on screen but did 
not return any value. 

function noun T3 E A sub-program that 
performs a task and 
returns a value to the part 

The function 
calculateTotal added up 
the basket items and 
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of the program that called 
it. 

returned the final price to 
be displayed. 

parameter noun T3 A A value passed into a 
sub-program when it is 
called, allowing it to work 
with different data each 
time. 

The function was written 
with a parameter called 
radius, so it could 
calculate the area of any 
circle. 

local variable noun T3 A A variable declared inside 
a sub-program that can 
only be accessed from 
within that sub-program. 

The local variable total 
existed only while the 
function was running and 
could not be accessed 
elsewhere in the program. 

global variable noun T3 A A variable declared 
outside any sub-program 
that can be accessed and 
changed from anywhere 
in the program. 

The global variable 
playerLives could be read 
and updated by every 
function in the game. 

scope noun T3 A The part of a program 
within which a particular 
variable can be accessed 
and used. 

Because of its limited 
scope, the local variable 
could not be used outside 
the sub-program in which 
it was declared. 

random 
number 
generation 

noun T3 E Producing an 
unpredictable numerical 
value within a program, 
often used for simulations, 
games or testing. 

Random number 
generation was used to 
decide which of six 
possible enemies would 
appear next in the game. 

define verb T2 E To give the precise 
meaning of a term. 

Pupils were asked to 
define the term 'variable' 
in the context of 
programming. 
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Word Type Tier E/A Definition Computing Example 

algorithm noun T2 E A precise, ordered 
sequence of steps 
designed to solve a 
problem or complete a 
task. 

The recipe followed a 
clear algorithm: a fixed 
sequence of steps that 
produced the same result 
every time. 

abstraction noun T3 E Removing or hiding 
unnecessary detail from a 
problem in order to focus 
on the features that 
matter. 

A satnav uses 
abstraction, showing only 
roads and junctions rather 
than every physical detail 
of the landscape. 

decomposition noun T3 E Breaking a large, complex 
problem down into 
smaller, more 
manageable sub-
problems. 

Decomposition split the 
task of building the game 
into separate parts: 
movement, scoring, and 
the menu screen. 

algorithmic 
thinking 

noun T3 E A structured approach to 
problem-solving that 
identifies the inputs, 
processes and outputs 
needed to reach a 
solution. 

Algorithmic thinking 
helped the pupil identify 
exactly what inputs and 
steps were needed before 
writing any code. 

structure 
diagram 

noun T3 A A diagram that shows 
how a problem has been 
broken down into a 
hierarchy of smaller sub-
tasks. 

The structure diagram 
showed the whole 
program broken down into 
the sub-tasks of input, 
validation and output. 

flowchart noun T2 E A diagram that uses 
standard symbols to show 
the sequence of steps 
and decisions in an 
algorithm. 

The flowchart used a 
diamond shape to show 
the decision point where 
the program checked the 
user's age. 

pseudocode noun T3 E An informal, structured 
way of describing an 
algorithm using code-like 
language, without 
following the strict syntax 
of a real programming 
language. 

The algorithm was first 
written in pseudocode 
before being translated 
into working Python code. 

linear search noun T3 E A searching algorithm that 
checks every item in a list, 
one at a time, from the 
start, until the target is 
found or the list ends. 

A linear search checked 
each name in the 
unsorted register in turn 
until the correct one was 
found. 

binary search noun T3 E A searching algorithm that 
repeatedly halves a 
sorted list, comparing the 
middle value to the target 
to eliminate half the 

A binary search quickly 
located the word in the 
sorted dictionary by 
repeatedly checking the 
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remaining items each 
time. 

middle of the remaining 
pages. 

bubble sort noun T3 E A sorting algorithm that 
repeatedly compares and 
swaps adjacent items until 
the whole list is in order. 

The bubble sort made 
several passes through 
the list, swapping any pair 
of numbers that were in 
the wrong order. 

merge sort noun T3 A A sorting algorithm that 
repeatedly splits a list in 
half, sorts each half, and 
then merges the sorted 
halves back together. 

A merge sort split the 
huge list into smaller 
pieces, sorted each one, 
and then merged them 
efficiently back into order. 

insertion sort noun T3 A A sorting algorithm that 
builds a sorted list one 
item at a time, inserting 
each new item into its 
correct position. 

An insertion sort placed 
each new playing card 
directly into its correct 
position within the 
already-sorted hand. 

efficiency noun T2 E A measure of how well an 
algorithm performs, 
usually in terms of the 
time or memory it needs 
as the size of the data 
grows. 

Reasoning about 
efficiency showed that 
binary search needed far 
fewer comparisons than 
linear search on a large 
list. 

trace table noun T3 E A table used to record the 
changing values of 
variables as an algorithm 
is executed step by step, 
in order to determine its 
output. 

Completing a trace table 
line by line revealed 
exactly when the loop 
variable exceeded its limit 
and stopped. 

syntax error noun T3 E An error that breaks the 
grammatical rules of a 
programming language, 
preventing the code from 
running at all. 

A missing colon caused a 
syntax error that stopped 
the Python program from 
running. 

logic error noun T3 E An error in a program's 
design that causes it to 
run without crashing but 
produce an incorrect 
result. 

A logic error in the 
formula meant the 
program ran without 
crashing but always 
calculated the wrong total. 

analyse verb T2 E To examine something in 
detail, breaking it down to 
show patterns, causes or 
relationships. 

Pupils had to analyse why 
a binary search is more 
efficient than a linear 
search on a large ordered 
list. 

justify verb T2 A To give clear reasons that 
support a decision, choice 
or opinion. 

Pupils were asked to 
justify their choice of 
sorting algorithm for a 
specific, given scenario. 
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End of Year 10 Vocabulary Booklet (SLRs 1.3–1.6, 2.1–2.2) 
This booklet should be kept at home and used as the basis for weekly homework throughout the 
year. A digital copy is available on Google Classroom. Teachers will set vocabulary as the majority 
of homework tasks for 2026–2027 — please support pupils in using this booklet little and often. 
Vocabulary for SLR 1.1 (Systems Architecture) and 1.2 (Memory and Storage) is provided in the 
Year 9 booklet, and SLR 2.3–2.5 (Producing Robust Programs, Boolean Logic, and Programming 
Languages and IDEs) will follow in the Year 11 booklet. Together, the three booklets provide 
complete coverage of the OCR J277 specification. 


